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1. Key Considerations

Summary

H20 needs to gather and use certain information about individuals.

These individuals can include customers, suppliers, business contacts, employees, and other
people the organisation has a relationship with or may need to contact. Personal data may only
be collected when strictly necessary.

The purpose of this Policy is to formalize a global data protection framework for H20 and for
each of its offices individually. Therefore, this Policy provides an overview of the principles
generally contained in the Data Protection Laws, sets H20’s overarching approach to data
protection and establishes minimum standards designed to assist its offices in implementing a
data protection framework that is reasonably designed to prevent violations of Data Protection
Laws. In countries outside the EU where Data Protection laws are typically less stringent or
comprehensive than General Data Protection Regulation (“GDPR”), H20 has elected to
implement the GDPR standards.

The Policy ensures H20:

o Complies with data protection laws and regulations and follows good practice;
o Protects the rights of staff, customers and partners;

o Is open about how it stores and processes individuals’ data;

] Protects itself from the risks of a data breach.

Commitment

This Data Privacy & Protection Policy (the “Policy”) sets forth the expected behaviours of H20 in
relation to the collection, use, retention, transfer, disclosure, and destruction of any Personal
Data (“PD”) belonging to an identifiable individual. H20 must comply with the data protection
and data privacy laws that apply in their jurisdictions, as well as any data privacy laws of other
jurisdictions which are applicable to their business and operations (“Data Protection Laws”).
Violations of Data Protection Laws may result in civil or criminal liability, significant fines, and
reputational harm for H20 and its employees who are responsible for processing data.

Clients’ Information

This Policy is available through the H20 AM’s website.

Document Category within Group H20 AM

X Group Policy LINon- Group Policy
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[LIGroup Procedure LINon- Group Procedure

Scope of Staff/[Employees

X AIl Staff LJAIl H20 AM’s Representatives [JRestricted to:

Key Dates

Publication Date
22/03/2023

2. Business Structure

H20 Asset Management Group includes 5 entities and 3 of them are asset management
companies:

e H20 AM LLP is authorized and regulated by the UK Financial Conduct Authority (“FCA”).
H20 AM LLP is also registered with the Securities and Exchange Commission (“SEC”)
and is thus subject to the SEC’s rules and regulations governing investment advisers

e H20 AM Europe, registered in France as an asset management company and regulated
by the Autorité des Marchés Financiers (“AMF”);

e H20 Monaco registered in Monaco as an asset management company and regulated by
the Commission de Contréle des Activités Financieres (“CCAF”);

H20 AM Asia has stopped its asset management activities on 31 July 2022. H20 AM Asia is not
regulated — marketing and distribution only.

H20 AM Switzerland is a subsidiary of H2O AM Europe and is not regulated — marketing and
distribution only.

H20 AM and its wholly-owned subsidiaries will be hereafter individually referred to as the
“Firm”, Entity" or “Affiliate” and collectively referred to as the “Group H20 AM”, “Firms”,
“Entities” or “we”.

Other subsidiaries: Prometheus Wealth Management is an independent wealth management
company registered and regulated by the Commission de Contréle des Activités Financiéres
(“CCAF”); Poincaré Capital Management is a Hong Kong based investment management firm
licensed and regulated by the Hong Kong Securities and Futures Commission.

Subsidiaries that are not wholly owned shall have their own policies that should comply with the
key principles of this Policy.
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3. Definitions

Sources:

e REGULATION (EU) 2016/679, and United Kingdom General Data Protection Regulation
(UK GDPR) tailored by the Data Protection Act 2018 (DPA 2018).
e Information Commissioner’s Office website: https://ico.org.uk/for-organisations/guide-to-

data- protection/guide-to-the-general-data-protection-regulation-gdpr/

e French Data protection Authority website: https://www.cnil.fr/en/home

e Monaco Data Protection Authority website: https://www.ccin.mc/en/

e Switzerland, PFPDT - Préposé fédéral a la protection des données et a la transparence
https://www.edoeb.admin.ch/edoeb/fr/home.html

e Singapore, https://www.pdpc.gov.sg/

Definitions

Consent: any freely given, specific, informed and unambiguous indication of the
data subject's wishes by which he or she, by a statement or by a clear affirmative
action, signifies agreement to the processing of personal data relating to him or her;

Data Controller: the natural or legal person, public authority, agency or other
body which, aloneor jointly with others, determines the purposes and means of the
processing of personal data;

Data Processor: a natural or legal person, public authority, agency or other body
which processes personal data on behalf of the controller.

Data Protection Officer': see section 6.1.1.

Data Recipient: a natural or legal person, public authority, agency or another body,
to which the personal data are disclosed, whether a third party or not.

Data Subject: the identified or identifiable living individual (identified natural
person) to whom personal data relates.

Employee: An individual who works part-time or full-time for H20 AM under a
contract of employment (oral or written, express or implied)

General Data Protection Regulation (“GDPR"): regulation (EU) 2016/679 of the
European parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement
of such data, and repealing Directive 95/46/EC (General Data Protection Regulation).

Health data: Personal Data relating to the individuals’ health including DNA, blood

1
Outsourced to an specific provider
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data and other. This is a Special Category of Data.

Lawful basis: a lawful basis is a legal reason for having personal data and is required
in order to legally process that data. It needs to be demonstrated that the data
was obtained lawfully andwill be processed in a manner that does not infringe the
rights and freedoms of the individual whose data it is.

Natural Person: is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location data, an
online identifier or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural person.

Offenses, convictions or security measures: Personal Data relating to the
individuals’ criminal history or other security concerns. This is a Special Category of
Data.

Personal Data (“PD”): any information relating to an identified or identifiable
natural person (data subject); an identifiable natural person is one who can be
identified, directly or indirectly, in particular by reference to an identifier such as a
name, an identification number, location data, an online identifier or to one or more
factors specific to the physical, physiological, genetic, mental, economic, cultural or
social identity of that natural person.

Personal Data Breach: Breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal
data transmitted, stored or otherwise processed.

Process, Processed, Processes and Processing: any operation, or set of operations,
which is performed upon Personal Data, whether or not by automatic means. This
includes collection, recording, organization, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, blocking, erasure or destruction.

Racial or ethnic origin data: Personal Data relating to the race or ethnicity of the
Individuals. This is a Special Category of Data

Religious or philosophical beliefs: Personal Data relating to the religious,
philosophical or other beliefs of the individuals. This is a Special Category of Data.

Sensitive Personal Data / Special Categories of Data: subset of personal data which
includes but is not limited to personal data revealing or concerning (directly or
indirectly) racial or ethnic origin, political opinions, religious or philosophical beliefs,
or trade union membership, genetic data, biometric data for the purpose of
uniquely identifying a natural person, data concerning health or data concerning a
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natural person's sex life or sexual orientation.
Sex life or sexual orientation data: Personal Data relating to the sexual orientation
and preferences of the individuals. This is a Special Category of Data.

Third Party: a natural or legal person, public authority, agency or body other than

the data subject, controller, processor and persons who, under the direct authority
of the controller or processor, are authorized to process personal data
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4. Scope

4.1. TERRITORIAL SCOPE

Most organizations - including H20 - that process PD within the European Union (“EU”’) fall under the scope of
the GDPR. However, the EU privacy rules now also can apply to Data Controllers and Data Processors outside
the EU. The consequence of this expansion is that the GDPR applies to the processing of PD of Data
Subjects who are in the EU by a Data Controller or a Data Processor not established” in the EU, where the
processing activities are related to: (a) The offering of goods or services, irrespective of whether a
payment of the Data Subject is required, to such Data Subjects in the EU; or (b) The monitoring of their
behavior as far as their behavior takes place within the EU.

Where H20 (the “Data Controller””) chooses to use a Data Processor located outside the EU andnot subject
to GDPR, it shall ensure by contract or other legal act that the Data Processor processes the data in
accordance with the GDPR, the transfer risk assessment and international Data Transfer Agreement
should be done when making a restricted transfer.

The Data Processor will have to ensure its processing remains lawful with regards to other obligations
under EU or national law.

Where national law imposes a requirement which is stricter than imposed by this policy, the
requirements in national law must be followed. Furthermore, where national law imposes a requirement
that is not addressed in this Policy, the relevant national law must be adhered to.

4.2. INDIVIDUAL SCOPE

This Policy applies to:

e The head office and senior management of H20;

e All branches of H20;

e All staff and volunteers of H20;

e All contractors, business contacts, suppliers, and other individuals working on behalfof H20.

2 While the notion of “main establishment” is defined in Article 4(16), the GDPR does not provide a definition of “establishment” for the
purpose of Article 34. However, Recital 225 clarifies that an “[e]establishment implies the effective and real exercise of activities
through stable arrangements. The legal form of such arrangements, whether through a branch or a subsidiary with a legal personality,
is not the determining factor in that respect.” Source:
https://edpb.europa.eu/sites/edpb/files/files/filel/edpb guidelines 3 2018 territorial scope en.pdf
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4.3. MATERIAL SCOPE

This Policy applies to all PD which H20 collects relating to identified or identifiable individuals (“Data
Subjects”). This can include, but is not limited to, information regarding:

e Its employees, directors and company officers: Name, personal contact information, employment
history, date of birth, national insurance number, personal banking details, emergency contact details,
employment terms & conditions, educational history and qualifications, regulatory registrations,
employment references, image rights authorization, family circumstances, contact information,
interview notes, any information provided by CV or relevant public social media or recruitment platform
profiles, etc.

Such information is usually collected at the time of hiring or appointment to office and updates may
be needed through the years. At the time of hiring, the new employees are asked to sign the “Data
Privacy Information Notice - Employee Agreement” that enables H20 to process its employees’ PD;

e lts clients for the purpose of doing business with them: this includes, but is not limited to Know-
Your-Customer / Anti-Money Laundering documentation (including, but not limited to, copies of
passports, postal addresses, signatures and any other information relating to individuals);

e |ts third party partners and service providers to allow them to provide services to H20;
e Prospective clients;

e Visitors to H20’s website;

e Attendees at events organized by H20.

This policy applies to all processing of PD in electronic form (including electronic mail and documents
created with word processing software) or where it is held in manual files that are structured in a way
that allows ready access to information about Data Subjects.

5. DATA PRIVACY AND PROTECTION RISKS

This policy helps to protect H20 from several real data security risks, including:

e Breaches of confidentiality. For instance, information being given out inappropriately.
e Failing to offer choice. For instance, all Data Subjects should be free to choose how H20uses data

relating to them.
e Reputational damage. For instance, H20 could suffer if Sensitive PD is unlawfully or
inappropriately accessed.

6. Policy
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6.1. GOVERNANCE

6.1.1. OFFICE OF DATA PROTECTION

H20 takes responsibility for complying with the GDPR, at the highest management level and throughout the
organization.

To demonstrate our compliance to data privacy and data protection, and to enhance the effectiveness of our
compliance efforts, H20 has established an Office of Data Protection (the Office). The Office operates with
independence and is staffed by suitably skilled individuals granted all necessary authority. The Office includes
the Data Protection Officer (“DPO’’), the Compliance team, and a Data Protection Representative (“DPR”)
from the various H20 teams (i.e. Client Services, HR, Middle Office, Risk etc.).

The duties of the DPO include:

e Informing and advising H20 and its employees who carry out processing pursuant to DataProtection
Laws;

e Ensuring H20 employees trainings;
e Ensuring the alignment of this policy with data privacy and protection regulations or law;
e Providing guidance with regards to carrying out Data Protection Impact Assessments(‘“DPIAs”);

e Investigating all reported incidents to confirm whether or not a PD breach has occurred and recording
in H20’s data breach register any PD breaches, regardless whether H20 is required to notify to the
relevant Data Protection Authorities (“DPAs”) and the affected individuals;

e Acting as a point of contact for and cooperating with DPAs;

e Determining the need for, making, and keeping current notifications to one or more DPAs as a result
of H20’s current or intended PD processing activities;

e The establishment and operation of a system providing prompt and appropriate

e Responses to individual’s PD requests;

e Ensuring establishment of procedures and standard contractual provisions for obtaining compliance
with this policy by anyone who:

e Provides PD to H20;

e Receives PD from H20;

e Ensuring that the processing of PD complies with the Data Protection Laws and especially the GDPR
standards.

6.1.2. POLICY DISSEMINATION & ENFORCEMENT

H20 must ensure that all H20 employees responsible for the processing of PD are aware of and comply with
the contents of this Policy.

All Third Parties engaged to process PD on their behalf (i.e. “Data Processors”) are aware of and comply with
the contents of this policy. Assurance of such compliance must be obtained from all third parties, whether
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companies or individuals, prior to granting them access to PD controlled by H20.

6.1.3. DATA PROTECTION BY DESIGN AND BY DEFAULT

The GDPR requires putting into place appropriate technical and organizational measures to implement the
data protection principles and safeguard individual rights: this is Data Protection by design and by default.
Data protection by design is about considering data protection and privacy issues upfront in everything you
do.

To ensure that all data privacy and protection requirements are identified and addressed when designing new
systems or processes and/or when reviewing or expanding existing systems or processes, each of them must
go through an approval process before continuing.

H20 must ensure that a DPIA is conducted for all new and/or revised systems or processes for which it has
responsibility. The subsequent findings of the DPIA must then be submitted to the DPO for review and
approval. H20 shall ensure that PD is automatically protected in any Information technology (“IT”) system,
service, product, and/or business practice, so that individuals should not have to take any specific action o
protect their privacy.

Copies of the results of the DPIA must be kept by the DPO to demonstrate compliance with the Data
Protection by Default and by Design requirement.

6.1.4. COMPLIANCE MONITORING

To confirm that an adequate level of compliance is being achieved by H20 in relation to this policy, an annual
review will be undertaken by the DPO and the DPRs. The review will, as a minimum, assess:

a) Compliance with this Policy in relation to the privacy and protection of PD including:
e Raising awareness;
e Training of employees;

b) The effectiveness of data privacy and protection related operational practices, including:
e Data Subjects’ rights;
e PD transfers;
e PDincident management;
e PD complaints handling;

c) The level of understanding of data protection policies and privacy notices;

d) The policy to ensure that it is up to date;

e) The accuracy of PD being stored;

f) The adequacy of procedures for redressing poor compliance and PD breaches.

The DPO will devise a plan with a schedule for correcting any identified deficiencies within a defined and
reasonable time frame. Any major deficiencies identified through the review will be reported and monitored
by the DPO.
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6.2. DATA PROTECTION PRINCIPLES

The Data Protection Act 2018 and the GDPR describe how organizations - including H20 - must collect, use,
retain, disclose, and destroy PD.

These rules apply regardless of whether data is stored electronically, on paper or on other materials.

To comply with the law, PD must be collected and used fairly, stored safely, not disclosed unlawfully, and
destroyed appropriately. H20 has adopted the following principles as outlined in the Data Protection Act
2018 and the GDPR*.

6.2.1. Lawfulness, fairness and transparency

PD shall be processed lawfully, fairly and in a transparent manner in relation to individuals. H20 must tell the
Data Subject what processing will occur; the processing must match the description given to the individual,
and it must be for one of the purposes specified in the applicable data privacy and protection regulation.

For processing of PD to be lawful, a specific ground for the processing must be identified: see section 6.4.1..
The GDPR displays six lawful bases that legitimize PD processing: consent from the Data Subject; contractual
relation; legitimate interest; legal obligation; vital interest; and public task. H20 shall process PD only if one of
these lawful bases is applicable.

Fairness means that H20 shall ensure to only handle PD in ways that people would reasonably expect and not
use it in ways that have unjustified adverse effects on them.

Transparent processing is about being clear, open and honest with individuals from the start about who H20
is, and how and why H20 uses their PD.

6.2.2. Data minimization

PD shall be collected for specified, explicit, and lawful purposes and not further processed in a manner that is
incompatible with those purposes. Therefore, H20O must specify what the PD collected will be used for and
limit the processing of that PD to only what is necessary to meet the specified purpose.

PD shall be adequate, relevant, and limited to what is necessary in relation to the purposes for which they are
processed. H20 must not store any PD beyond what is strictly required.

6.2.3. Accuracy

PD shall be accurate and kept up to date. H20 must have processes in place for identifying and addressing
out-of-date, incorrect, and redundant PD.

3Data Protection Act 2018:
http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted? ga=2.42074860.892985804.1566984390- 166940600.1561715912

4 Regulation (EU) 2016/679 (General Data Protection Regulation), Article 5.
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6.2.4. Storage limitation

PD shall be kept in a form which permits identification of Data Subjects for no longer than is necessary for the
purposes for which the PD is processed. H2O must, wherever possible, store PD in a way that limits or
prevents identification of the Data Subjects.

6.2.5. Integrity & confidentiality

PD shall be processed in a manner that ensures appropriate security of the PD, including protection against
unauthorized or unlawful processing, and against accidental loss, destruction or damage. H20 must use
appropriate technical and organizational measures to ensure the integrity and confidentiality of PD is
maintained at al times.

6.2.6. Accountability

The DPO shall be responsible for, and be able to demonstrate compliance with the above principles. H20 must
be able to demonstrate that the principles above are met for all PD for which it is responsible.

6.3. DATA COLLECTION

6.3.1. CONSENT TO ALLOW DATA COLLECTION

Where a need exists and requires the Consent of a Data Subject prior to the collection, use or disclosure of
their PD, H20 is committed to seeking such Consent.

The DPO will ensure that mechanisms are in place to obtain and document Data Subjects’ Consent for the
collection, processing, and/or transfer of their PD.

The request for Consent will be presented to the Data Subject:

- inamanner which is clearly distinguishable from any other matters and;
- is made in an intelligible and easily accessible form, and uses clear and plain
language.

The Consent must be freely given and not based on a condition of a contract. H20 will allow consent to be
withdrawn at any time via notification from the individual.

Consent will be deemed given by a clear affirmative act establishing a freely given, specific, informed and
unambiguous indication of the Data Subject's agreement to the processing of PD relating to him or her, such
as by a written statement, including by electronic means, or an oral statement.

The Data Subject shall have the right to withdraw his or her consent at any time, but the withdrawal shall not
affect the lawfulness of processing based on consent before its withdrawal.
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6.3.2. DATA COLLECTION OUTSIDE OF CONSENT

H20 is able to collect PD out of the Data Subject’s consent when one of the following lawful bases
is applicable: contractual relation; legitimate interest; legal obligation; vital interest; and public
task.

For instance, in the course of its activities, H20 shall collect PD:

- toprovide its services and fulfil its contractual obligations with clients or third parties;
- for legal and regulatory compliance purposes. This includes responses to governmental,
regulatory or law enforcement agency requests as required. For instance H20 shall collect
PD information to perform identity checks and fraud checks to ensure compliance with its
Anti-Money Laundering obligations;
- for H20’s legitimate business interest in :
a. Ensuring the quality of the products and services we provide;
b. Collecting information for marketing purposes;
c. Communicating with Clients of the emails from Clients / Prospective clients on the
basis of its legitimate business interest;

o

. The physical security of our premises;
Statistical analysis;

o

In these cases and more generally when a lawful basis exists apart from Consent, Data Collection
can be done from other persons or bodies than the Data Subject if they can provide they have the
authorization to disclose those data.

If PD is collected from someone other than the Data Subject, then the Data Subject must be
informed of the collection. An exception to this justification can occur only if:

- the Data Subject has received the required information by other means; or

- the information must remain confidential due to a professional secrecy
obligation; or

- Anational law expressly provides for collection, processing or transfer of PD.

Notification to the Data Subject should be sent promptly and in any case by the earliest of:

- one calendar month from the first collection or recording of PD; or

- at the time of first communication, if the PD is used for communicating with the
Data Subject; or

- At the time of disclosure, if the PD is disclosed to another recipient.

6.3.3. DATA COLLECTION ON H20 WEBSITE

H20 shall publish a privacy notice on its website to inform all visitors of its commitments to ensure
confidentiality of PD and to comply with Data Protection Laws and especially with the GDPR.
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H20’s privacy notice is displayed in Appendix C.
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6.4. DATA USE

6.4.1. DATA PROCESSING

H20, as a Data Controller, must exercise control over the processing and carry data protection
responsibility for it.

H20 processes PD of its clients, prospective clients, employees, and others for the following
broad purposes (but not limited to):

- The general running and business administration of H20;

- Employee / staff [ partner management/ Recruitment;

- Management of clients and prospective clients who are individuals;

- Compliance with its legal and regulatory obligations;

- To offer/provide/ensure quality of its investment services to clients and
prospective clients;

- The performance of contracts;

- Fraud prevention;

- Network and information security;

- Direct marketing;

H20 acknowledges the requirement for a valid lawful basis in order to process PD. If no lawful
basis applies to processing, it will be unlawful and in breach of the first principle (see section
6.2.1).

The processing of Data Subjects’ PD should always be considered from their perspective and
whether the use will be within their expectations or if they are likely to object.

H20 will process PD in accordance with all applicable laws and regulations, and applicable
contractual obligations. More specifically, H20 will not process PD unless it finds that there is
lawful basis to do so, in accordance with the principles of the GDPR:

e The Data Subject has given consent to the processing of their PD for one or
more specific purposes (see section 7.3.1);

e Processing is necessary>for the performance of a contract to which the Data
Subject is a party to or in order to take steps at the request of the Data

Subject prior to entering into a contract;
e Processing is necessary for compliance with a legal or regulatory obligation;

e Processing is necessary for the purposes of the legitimate interests
pursued by the controller or by a third party, except where such interests

> This does not mean that processing has to be absolutely essential. However, it must be more than just useful and
more than just standard practice. It must be a targeted and proportionate way of achieving a specific purpose. The
lawful basis will not apply if you can reasonably achieve the purpose by some other less intrusive means, or by
processing less data. Source: https://ico.org.uk/for-organisations/guide-to-data- protection/guide-to-the-general-
data-protection-regulation-gdpr/lawful-basis-for-processing/
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are overridden by the interests or fundamental rights and freedoms of
the Data Subject;

e Processing is necessary to protect an individual’s vital interests;

e Processing is necessary for public task.

H20 considers the perspectives and expectations of Data Subjects in the processing of their
PD and avoids any behavior that would be contrary to their expectations or that could
potentially harm the rights and freedom of an individual or group of individuals.

Before starting any new or further processing of PD, H20 must verify whether additional
Consent must be obtained from the Data Subject and/or whether an updated privacy notice
must be provided to the relevant Data Subject.

When no other lawful basis can be established to process an individual’s PD, or when the
processing is not deemed necessary, explicit Consent must be obtained from the Data Subject.

6.4.2. SPECIAL CATEGORIES OF DATA

Special Categories of Data (Sensitive Data) need more protection. For instance, information
about an individual’s: race, ethnic origin, age, gender, religious or philosophical beliefs,
politics, genetics, biometrics, health, sex life or sex orientation.

The lawful process of Special Categories of Data implies:
- alawful basis under Article 6 of the GDPR in exactly the same way as for

any other PD and;
- Aspecific condition to be satisfied under Article 9 of the GDPR.

Therefore H20 shall process Special Categories of Data only when the Data Subject gives its
consent to the processing (Article 6 of the GDPR) which must be explicit (Article 9 of the
GDPR).

H20 shall collect, use and store its employees’ Sensitive Data only with their prior explicit
consent. Their consent shall be considered as explicit if they have signed the H20 Data Privacy
Information Notice.

In any situation where Special Categories of Data are to be processed, prior approval must be
obtained from the DPO and the basis for the processing clearly recorded with the PD in
question.

6.4.3. SPECIAL CATEGORIES OF DATA

H20 will adopt all necessary measures to ensure that the PD it collects and processes is
complete and accurate in the first instances, and is updated to reflect the current situation of
the individual.

These measures include:

- Correcting PD as required, even if the Data Subject has not requested rectification;
- Keeping PD only for the required period of use in accordance with the Data
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Retention Schedule;
- PD is appropriately removed or erased if it is violation of the Data Protection
principles or if the PD is no longer required;
- Restriction, rather than deletion of PD, insofar as:
e Alaw prohibits erasure;
e Erasure would impair legitimate interests of the individual;
e The Data Subject disputes that their PD is correct and it cannot be clearly
ascertained whether their information is correct or incorrect.

6.5. DATA RETENTION

To ensure fair processing, PD will not be retained by H20 for longer than necessary in relation
to the purposes for which it was originally collected, or for which it was further processed.

Attached as Appendix A which sets out the length of time in which PD needs to be retained.
This takes into account the legal and contractual requirements, both minimum and maximum,
that influence the retention periods set forth in the schedule. All PD should be securely
deleted or destroyed as soon as possible where it has been confirmed that there is no longer
a need to retain it.

6.6. DATA PROTECTION

H20 adopts physical, technical, and organizational measures to ensure the security of PD. This
includes the prevention of loss or damage, unauthorized alteration, access or processing, and
other risks to which it may be exposed by virtue of human action or the physical, natural or
electronic environment.

The security measures adopted by H20 are set out in H20’s IT Security and Cyber Security
policies. A summary of the related security measures is below:

- Prevent unauthorized persons from gaining access to data processing
systems in which PD is processed;

- Prevent persons entitled to use a data processing system from accessing PD
beyond their needs and authorizations;

- Ensure that PD in the course of electronic transmission during transport
cannot be read, copied, modified, or removed without authorization;

- Ensure that PD is protected against undesired destruction or loss;

- Ensure that PD is not kept longer than necessary.

6.7. INDIVIDUALS’ RIGHTS

The DPO will establish a system to enable and facilitate the exercise of the Data Subjects’ rights
with respect to their PD. The DPO is responsible for reporting to information owner on Subject
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Access Request (SARs). The DPO is responsible for handling all SARs as explained below:

The Data Subject:

The DPO:

Subject Access Requests are made in writing (inclusive of emails) or
orally. There is no requirement to complete a form.

The data subject provides the DPO with evidence of their identity.

The data subject specifies to the DPO specific set of data held by the DPO
on their subject access request (SAR). The data subject can request all data
held on them.

The DPO records the date that the identification checks were
conducted and the specification of the data sought.

The DPO provides the requested information to the data subject within
one month from this recorded date. If there is a legitimate reason that
this timeframe cannot be met (such as a large volume of data), this may
be extended to 3 months and the data subject informed.

Once received, the subject access request (SAR) application is immediately
forwarded to the Data Protection Officer, who will ensure that the
requested data is collected within the specified time frame.

Collection entails:

Collecting the data specified by the data subject, or searching all databases
and all relevant filing systems (manual files), including all back up and
archived files (computerized or manual) and all email folders and archives.
The Data Protection Officer maintains a data map that identifies where all
data stored.
The Data Protection Officer maintains a record of requests for data and of
its receipt, including dates.
The Data Protection Officer reviews all documents that have been provided
to identify whether any third parties are present in it, and either removes the
identifying third party information from the documentation or obtains
written consent from the third party for their identity to be revealed.
If any of the requested data is being held or processed under one of the
following exemptions, it does not have to be provided:

e National security

e (Crime and taxation

e Health

e Education

e Social Work

e Regulatory activity

e Journalism, literature and art

e Research history, and statistics

e Publicly available information

e (Corporate finance

e Examination marks

e Examinations scripts

e Domestic processing
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e Confidential references

e Judicial appointments, honors and dignities
e Crown of ministerial appointments
e Management forecasts

* Negotiations

e Legal advice and proceedings

e Self-incrimination

e Human fertilization and embryology
e Adoption records

e Special educational needs

e Parental records and reports

Specific cases:

- In the event that a data subject requests the DPO to provide them with the
personal data stored by the controller/processor, then the DPO will provide the
data subject with the requested information in electronic format, unless
otherwise specified.

- In the event that a data subject requests what personal data is being
processed, the DPO  provides the data subject with the following
information:

e Purpose of the processing

e (Categories of personal data

e Recipient(s) of the information, including recipients in
third countries or international organizations

e How long the personal data will be stored

The data subject’s right to request rectification or erasure, restriction or objection,
relative to their personal data being processed:

- The DPO removes personal data from systems and processing operations as
soon as a request for erasure has been submitted by the data subject.

- The DPO contacts and communicates with other organizations, where the
personal data of the data subject is being processed, to cease processing
information at the request of the data subject.

- The DPO takes reasonable and appropriate measures without undue delay in
the event that the data subject has (as may be applicable): withdrawn consent;
objects to the processing of their personal data in whole or part; no longer
under legal obligation and/or has been unlawfully processed.

- The DPO Inform the data subject of their right to lodge a complaint with the
supervisory authority and a method to do so (Complaints Procedure GDPR DOC
2.9).Information on the source of the personal data if it hasn’t been collected
from the data subject.

- The DPO Inform the data subject of any automated decision-making.

- If and where personal data has been transferred and information on any
safeguards in place.

The Data Protection Officer is the owner of this document and is responsible for
ensuring that the procedure is reviewed in line with the review requirements of the
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GDPR. A current version of this document should be available to all members of staff
on the corporate intranet. This procedure should be approved by the CEO and is
issued on a version controlled basis under his signature.

A detailed explanation of these rights is listed in Appendix B of the Policy.

If a Data Subject makes a request relating to any of the rights listed above, the DPO
will consider each  such request in accordance with all applicable data protection
laws and regulations.

6.8. LAW ENFORCEMENT REQUESTS & DISCLOSURES

H20 is permitted to disclose PD without the consent of the Data Subject only for the
following purposes:

- The prevention or detection of crime;

- The apprehension or prosecution of offenders;
- The assessment or collection of a tax or duty;

- By the order of a court or by any rule of law.

If H20 receives a request from a court or any regulatory or law enforcement authority for PD
relating to a Data Subject, you must notify the DPO or a DPR who will provide guidance and
assistance.

6.9. DATA PRIVACY & PROTECTION TRAINING

All H20 employees that have access to PD will have their responsibilities under this policy
outlined to them as part of their staff induction training. In addition, H20 will provide regular
data privacy and protection training and procedural guidance for its employees.

6.10. DATA TRANFERS

6.10.1. DATA TRANSFER RULES

The UK left the EU on 31 January 2020 and entered a transition period, which ended on 31
December 2020.

Restricted transfers from the UK to other countries, including to the EEA, are now subject to
transfer rules under the UK regime. These UK transfer rules broadly mirror the EU GDPR rules,
but the UK has the independence to keep the framework under review.

All exports of data from within the European Economic Area (EEA) to non-European Economic
Area countries (referred to in the GDPR as ‘third countries’) are unlawful unless there is an
appropriate “level of protection for the fundamental rights of the data subjects”.

There are transitional arrangements which aim to smooth the transition to the new UK regime.
First, there are provisions which permit the transfer of personal data from UK to the EEA and to
any countries which, as at 31 December 2020, were covered by a European Commission
‘adequacy decision’.
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Since the 21 March 2022 Standard Contractual Clauses which have been used to provide an
“appropriate “level of protection for the fundamental rights of the data subject” were
replaced by the International Data Transfer Agreement (IDTA) under Section 119A of the Data
Protection Act 2018 following Parliamentary approval. Data Sharing Agreements made prior to
the 21 March 2022 relying on SCCs as a safeguard will remain compliant until 21 September
2023.

6.10.2. AN ADEQUACY DECISION

On 28 June 2021 the EU Commission adopted decisions on the UK’s adequacy under the EU’s
General Data Protection Regulation (EU GDPR) and Law Enforcement Directive (LED). In both
cases, the European Commission has found the UK to be adequate. This means that most data
can continue to flow from the EU and the EEA without the need for additional safeguards. The
adequacy decisions do not cover data transferred to the UK for the purposes of immigration
control, or where the UK immigration exemption applies. For this kind of data, different rules
apply and the EEA sender needs to put other transfer safeguards in place.

Countries that are members of the European Economic Area (EEA) but not of the EU are
accepted as having met the conditions for an adequacy decision. A list of countries that
currently satisfy the adequacy requirements of the Commission are published in the Official
Journal of the European Union.s

Private Shield

The judgment in the Schemes Il case issued by the European Court of Justice on Thursday 16
July 2020 found that Privacy Shield is no longer a valid way to transfer personal data outside
of the EEA.

The EDPB has now issued its FAQs on the invalidation of the Privacy Shield and the
implications for the International Data Transfer Agreement and this guidance still applies to
UK controllers and processors.

Transfer Risk Assessment

The UK based exporting controller should take account of the following factors:
1-the nature of the information being transferred;
2-the country or territory of the origin, and final destination, of the information;
3-how the information will be used and for how long;
4-the laws and practices of the country of the transferee, including relevant
codes of practice and international obligations; and
5-the security measures that are to be taken as regards the data in the overseas
location.

6.10.3. H20 TRANSFER PROCEDURE

H20 may transfer PD to internal or Third Party recipients located in another country where

6 .. . . . .
http://ec.europa.eu/justice/data-protection/international- transfers/adequacy/index_en.htm
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that country is recognized as having an adequate level of legal protection for the rights and
freedoms of the relevant individuals. Where transfers need to be made to countries lacking an
adequate level of legal protection, they must be made in compliance with the approved
transfer procedures.

H20 may only transfer PD where one of the scenarios below applies:

- The Data Subject has given consent to the proposed transfer;

- The transfer is necessary for the performance of a contract with the Data
Subject;

- The transfer is necessary for the conclusion or performance of a contract
concluded with a third party in the interest of the Data Subject;

- The transfer is legally required on important public interest grounds;

- The transfer is necessary for the establishment, exercise, or defense of a
legal claims;

- The transfer is necessary in order to protect the vital interests of the Data
Subject.

7. COMPLAINTS HANDLING

Data Subjects with a complaint about the processing of their PD should put forward the
matter in writing to the DPO. An investigation of the complaint will be carried out to the
extent that is appropriate based on the merits of the specific case. The Data Subject will be
informed of the progress and the outcome of the complaint within a reasonable period.

If the issue cannot be resolved through consultation between the Data Subject and the DPO,
then the Data Subject may seek redress through mediation, binding arbitration, litigation, or
via complaint to the Data Protection Authority within the applicable jurisdiction.

7.1. BREACH REPORTING

Any Data Subject who suspects that a PD breach has occurred due to the theft or exposure of
PD must immediately notify the DPO providing a description of what occurred. Notification of

the incident can be made via e-mail compliance@h20-am.com, or by calling +44 2072 920 313.

The DPO will investigate all reported incidents to confirm whether or not a PD breach has
occurred. All incidents shall be reported in H20’s Data Breach Register.

If a PD breach is confirmed then the DPO will follow the authorized procedure based on the
significance of the breach.

Severe PD breaches:

PD Breaches that may present a risk to the individual’s rights and freedoms are considered as

23 |Page
Data Protection Policy Group H20 AM


mailto:compliance@h2o-am.com

severe. In case of a severe PD breach:

e H20 will engage counsel and determine an appropriate response to the PD breach;
e H20 will report it to the DPAs within 72 hours of becoming aware of the breach.

8. RELATED DOCUMENTS

Data Privacy Information Notice - Employee Agreement
Privacy Notice - Website & Investors (Appendix C)
Information Security Policy

Individual’s Request Handling Procedure

e Personal Data Retention Schedule (Appendix A)

e Data Breachregister

e Data Protection Impact Assessment Template

9. PHYSICAL STORAGE - CLEAR POLICY

Any confidential printed data or personal information must be held securely at all times, where
unauthorized people cannot see or access it. All colleagues are responsible for the adherence
to this policy.

Employees should make sure paper printouts are not left where unauthorized people could see

them, for example on a printer or photocopier.

Additionally, confidential and personal data should not be disposed of in the general waste-
paper bins. Hard copy documents containing confidential and personal data must be securely
destroyed using the confidential waste bags/cross shredder provided.
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10. Do’s and Don’ts Checklist

Do’s and Don'ts Checklist

N

m”’j_ﬁ The Do’s

Offer opt in and opt out options within
all marketing activity

Immediately notify the DPO when you
receive a SAR or a Right Of Erasure
Capture consent, using granular
preferences within your cockie policy

B@ The Don'ts

Market to individuals unless you have
identified and documented a purpose of
processing e.g. consent or legitimate interest

Securely delete personal data using a
shredding machine or shredding software for
electronic data

Leave paperwork containing personal
data unattended

Do’s and Don'ts Checklist

/ﬂ

L 7 The Do’s

Lock your screen when you walk away
from your desk

Use a secure network when accessing
company data

Delete personal data in line with
internal retention schedules

Data Protection Policy

U@ The Don'ts

Share your passwords

Keep emails indefinitely

Only share personal data securely, such
as password protecting documents and
using end-end encryption
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11. Using Cookies

12. APPENDIX

Appendix A - Personal Data Retention Schedule

Section Data Subject Categories of data Retention Timescale = Reason(s) for
(italics = Sensitive data)  (years) Processing’
i.e.: Payroll Client Bank details Current Year + 3 (H20| Legal
decision)
HR Employee Identification data End of employment + 6 BA, LI, LO
CV, Education data End of employment + 6 BA, LI, LO
Personal life data End of employment + 6 BA, LI
Professional life data End of employment + 6 BA, LI
Economic & financial | End of employment + 6 BA, LI
data
Location data End of employment +2 BA
Racial or ethnic origin | End of employment + 6 LI
data
Religious or | End of employment + 6 LI
philosophical beliefs
Offenses, convictions or | End of employment + 6 BA, LI, LO
security measures
Health data End of employment + 6 LI
Data on sex life or sexual | End of employment + 6 LI
orientation
Unique national | End of employment + 6 BA, LI, LO
identification number
Personal preferences | End of employment +1 BA
data
Job Identification data Last contact +1 BA, LI, R
Candidates CV, Education data Last contact +1 BA, LI, R
Personal life data Last contact +1 BA, LI, R
Professional life data Last contact + 1 BA, LI, R
Finance/ Employee Identification data End of employment + 6 BA, LI, CO
Accounts Economic & financial | End of employment + 6 BA, LI
data
Unique national | End of employment + 6 BA, CO
identification number
Client Identification data End of dealings + 6 BA, LI, LO, CO
Economic & financial End of dealings + 6 BA, LI, LO, CO
data
Unique national | End of dealings + 6 BA, LO, CO
identification number
Contact Identification data End of dealings + 6 BA, LI, LO, CO
persons Economic & financial End of dealings + 6 BA, LI, LO, CO
andfor legal | data

7 CO = Contractual Obligations; BA = Internal Business Admin & Record Keeping; LO = Legal Obligation; LI
= Legitimate Interest, R = Recruitment, CU = Client Updates & Communication
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reps of clients | Unique national | End of dealings + 6 BA, LO, CO
identification number
IT Employee Identification data End of employment + 6 BA, LI
Personal preferences | End of employment +1 BA
data
Client Identification data End of dealings + 6 BA, LI, LO
Middle Office Employee Identification data End of employment + 6 BA, LI
Client Identification data End of dealings + 6 BA, LI, LO, CO
Economic & financial End of dealings + 6 IF, LO, CO
data
Contact Identification data End of dealings + 6 BA, LO, CO
persons
and/or legal
reps of clients
Client Services | Employee Identification data End of employment + 6 BA, LI
Professional life data End of employment + 6 BA, CU
Client Identification data End of dealings + 6 BA, LI
Economic & financial | End of dealings + 6 BA, LI
data
Contact Identification data End of dealings + 6 BA, LI
persons
andfor legal
reps of clients
Risk Employee Identification data End of employment + 6 BA, LI
Client Identification data End of dealings + 6
Contact Identification data End of dealings + 6
persons
andfor legal
reps of clients
Compliance Employee Identification data End of employment + 6
CV, Education data End of employment + 6
Client Identification data End of dealings + 6
Offenses, convictions or | End of dealings + 6
security measures
Contact Identification data End of dealings + 6
persons Offenses, convictions or | End of dealings + 6
andfor legal | security measures
reps of clients

Appendice B - Individual Rights8

1) Right to be informed

The right to be informed covers some of the key transparency requirements of the GDPR. It
is about providing individuals with clear and concise information about what you do with their
personal data.

Articles 13 and 14 of the GDPR specify what individuals have the right to be informed about,
namely:

& Source: Information Commissioner’s Office website: https://ico.org.uk/for-organisations/quide-to-data-
protection/quide-to-the-general-data-protection-requlation-gdpr/
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e The name and contact details of H20;

e The name and contact details of H2O’s representative;

e The contact details of H2O’s DPO;

e The purposes of the processing;

e The lawful basis for the processing

e The categories of Personal data obtained;

e The recipients or categories of recipients of the Personal Data;

e The details of transfers of the personal Data to any third countries or international
organizations;

e The retention periods for the Personal Data;

e The rights available to individuals in respect of the processing -

e Theright to withdraw consent;

e The right to lodge a complaint with a supervisory authority; -

e The source of the Personal Data;

e The details of whether individuals are under a statutory or contractual obligation
to provide the Personal Data;

e The details of the existence of automated decision-making, including profiling.

2) Right of access

The right of access, commonly referred to as subject access, gives individuals the right to
obtain a copy of their personal data as well as other supplementary information. It helps
individuals to understand how and why you are using their data.

An individual is only entitled to their own personal data, and not to information relating to
other people (unless the information is also about them or they are acting on behalf of
someone).

In addition to a copy of their personal data, you also have to provide individuals with
the following information:

e The purposes of the processing;

e The categories of personal data concerned;

e The recipients or categories of recipient H20 disclosed the Personal Data to;

e H20’s retention period for storing the personal data or, where this is not possible,
H20’s criteria for determining how long H20 will store it;

e The existence of their right to request rectification, erasure or restriction or to
object to such processing;

e Theright to lodge a complaint with the ICO or another supervisory authority;

e Information about the source of the data, where it was not obtained directly from the
individual; -

e The existence of automated decision-making (including profiling); and

e The safeguards H20 provides if it transfers personal data to a third country or
international organization.
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3) Right to rectification

Under Article 16 of the GDPR individuals have the right to have inaccurate personal data
rectified. An individual may also be able to have incomplete personal data completed -
although this will depend on the purposes for the processing. This may involve providing a
supplementary statement to the incomplete data.

4) Right to erasure

Under Article 17 of the GDPR individuals have the right to have personal data erased. This is
also known as the ‘right to be forgotten’. The right is not absolute and only applies in
certain circumstances.

Individuals have the right to have their Personal Data erased if:

e The Personal Data is no longer necessary for the purpose which H20 originally collected
or processed it for;

e H20 is relying on consent as its lawful basis for holding the data, and the individual
withdraws their consent;

e H20 is relying on legitimate interests as its basis for processing, the individual objects
to the processing of their data, and there is no overriding legitimate interest to
continue this processing;

e H20 is processing the Personal Data for direct marketing purposes and the individual
objects to that processing;

e H20 has processed the Personal Data unlawfully (i.e. in breach of the lawfulness
requirement of the 1st principle);

e H20 has to do it to comply with a legal obligation; or

e H20 has processed the Personal Data to offer information society services to a child.

5) Right to restrict processing

Article 18 of the GDPR gives individuals the right to restrict the processing of their personal
data in certain circumstances. This means that an individual can limit the way that an
organization uses their data. This is an alternative to requesting the erasure of their data.

Individuals have the right to request you restrict the processing of their personal data in the
following circumstances:

e The individual contests the accuracy of their Personal Data and H20 is verifying the
accuracy of the data;

e The data has been unlawfully processed (i.e. in breach of the lawfulness
requirement of the first principle of the GDPR) and the individual opposes erasure
and requests restriction instead,;

e H20 no longer needs the Personal Data but the individual needs H20 to keep it in order
to establish, exercise or defend a legal claim; or
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e The individual has objected to H20 processing their data under Article 21(1), and H20 is
considering whether its legitimate grounds override those of the individual.

6) Right to data portability

The right to data portability gives individuals the right to receive Personal Data they have
provided to a controller in a structured, commonly used and machine readable format. It also
gives them the right to request that a controller transmits this data directly to another
controller.

The right to data portability only applies when:

e H20’s lawful basis for processing this information is consent or for the
performance of a contract; and

e H20 is carrying out the processing by automated means (i.e. excluding paper
files).

7) Right to object

Article 21 of the GDPR gives individuals the right to object to the processing of their Personal
Data. This effectively allows individuals to ask H20 to stop processing their Personal Data.

Individuals have the absolute right to object to the processing of their personal data if it is for
direct marketing purposes.

Individuals can also object if the processing is for:

e Atask carried out in the public interest;
e The exercise of official authority vested in H20; or
e H20’s legitimate interests (or those of a third party).

In these circumstances the right to object is not absolute.

8) Rights related to automated decision-making including profiling

Automated individual decision-making is a decision made by automated means without any
human involvement.

Examples of this include:

e Anonline decision to award a loan; and
e Arecruitment aptitude test which uses pre-programmed algorithms and criteria.

Automated individual decision-making does not have to involve profiling, although it often
will do. Solely automated individual decision-making - including profiling - with legal or
similarly significant effects is restricted, although this restriction can be lifted in certain
circumstances.
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H20 can only carry out solely automated decision-making with legal or similarly significant
effects if the decision is:

e Necessary for entering into or performance of a contract between an organization
and the individual;

e authorized by law (for example, for the purposes of fraud or tax evasion); or -

e Based on the individual’s explicit consent.

If H20 is using special category personal data it can only carry out processing described in
Article 22(1) if:

e H20 has the individual’s explicit consent; or
e The processing is necessary for reasons of substantial public interest.

Appendix C - Privacy notice - Website & Investors

Privacy Notice

1 ABOUT THIS NOTICE

This notice (the “Privacy Notice”) provides information about how all entities of H20 Asset
Management (“H20”, “we”, “us”, “our””) gather and use personal data. We are committed to
respecting the confidentiality of the personal data you supply to us and all data will be
processed in accordance with the European Data Protection Regulation of 27" April 2016
(Regulation (EU) 2016/679)(the “GDPR”) and other data privacy laws ( UK and Monaco).

2 ABOUT H20

H20 Asset Management Group includes 5 entities and 3 of them are asset management
companies:

e H20 AM LLP is authorized and regulated by the UK Financial Conduct Authority
(“FCA”). H20 AM LLP is also registered with the Securities and Exchange Commission
(“SEC”) and is thus subject to the SEC’s rules and regulations governing investment
advisers

e H20 AM Europe, registered in France as an asset management company and regulated
by the Autorité des Marchés Financiers (“AMF”);

e H20 Monaco registered in Monaco as an asset management company and regulated by
the Commission de Contrdle des Activités Financieres (“CCAF”);

H20 AM Asia has stopped its asset management activities on 31 July 2022. H20 AM Asia is not
regulated — marketing and distribution only.

H20 AM Switzerland is a subsidiary of H20 AM Europe and is not regulated — marketing and
distribution only.

Depending on our relationship with you, we are deemed a ‘data controller’ and/or a ‘data
processor’ of the personal data we process. As a controller or processor of personal data, we
are subject to obligations under the GDPR as detailed in this Privacy Notice.
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3 CONTACT

If you have and questions or concerns regarding the contents of this Privacy Notice, the
processing of personal data, or regarding the personal data we hold about you, you can
contact us through the details below:

By Mail: Attention to: H20 Compliance,
H20 AM LLP, 6th Floor, 33 Cavendish Square, London, W1G oPW
H20 AM Europe, 5th floor, 39 avenue Pierre 1er de Serbie, 75008 Paris

H20 Monaco S.A.M., 24 Boulevard Princesse Charlotte 98000 Monaco

By e-mail: compliance@h20-am.com

4 INFORMATION WE COLLECT

By lawful and fair means, we collect your personal information directly from you or indirectly
from third parties, and through your use of our website.

4.1 PERSONAL INFORMATION WE HOLD

In the course of your use of our website and otherwise in your interaction and correspondence
with H20 and its representatives, we will collect the personal information outlined below:

e Information about you: name, age, gender, title, date of birth and nationality.
We need this information to help us identify you, but also to allow us to contact you, for
example, for regulatory or service reporting reasons.

e Government identifiers: identification document information (driving licence, passport)
and National Insurance Number.

e (Contact information: email, address, postcode and phone number.
e  Online information: cookies and IP address, if you use our website.

e Financial information: bank account details for any payments you make to us or we
make to you.

e Audio or video recordings: voice and video recording when you contact us. Calls may be
recorded for regulatory purposes, such as calls relating to the reception, transmission
and execution of investment orders.

e Contractual information: details about our/your products and benefits.

e Third party information: where relevant, we will have information such as the executor
or power of attorney connected to your investment.
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In some circumstances, the collection of your personal data is optional. In the event you need
clarification on why your personal data is being collected and how it will be useful to us, you
can contact us to confirm that you are happy for us to collect this personal data.

5 HOW WE USE YOUR PERSONAL DATA

The information and personal data we collect and what we use it for will depend on the nature
of our relationship with you.

5.1 GENERAL USES OF INFORMATION

Depending on the type of relationship, we have different processing activities which may be
carried out by us directly or trusted third party companies that we use. The ways in which we
use your information are outlined below:

e To provide our services and fulfil our contractual obligations towards you.

e To fulfil our contractual obligations to third parties to whom you have provided your
information.

e Forinternal business administration and record keeping purposes.

e For legal and regulatory compliance purposes. This includes responses to
governmental, regulatory or law enforcement agency requests as required.

e Forrecruitment.
e To verify your identity and prevent fraud.

e To keep you updated regarding our services and to manage our relationship.

6 OUR LEGAL GROUNDS FOR USING YOUR PERSONAL DATA

We are entitled to use your personal data in the ways set out in this Privacy Notice on the
following bases:

e The use of personal data is necessary for the performance of contractual obligations;
e We have legal obligations that we have to discharge;
e The use of personal data is necessary for our legitimate interests in:

Ensuring the quality of the products and services we provide;
Collecting information for marketing purposes;
Communicating with you;

The physical security of our premises; and

Statistical analysis;

0O O O O O

e You have consented to such use;
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e To establish, exercise or defend our legal rights for the purpose of legal proceedings.
If you choose not to provide personal data which is necessary to enter into a contract with us
or is a legal or contractual requirement, then we may not be able to perform all of the tasks
necessary to provide certain products or services to you.

Special categories of personal data (including health, racial or ethnicity data, opinions, religious
or philosophical beliefs, or sexual orientation data) will only be processed by us with your
explicit consent or otherwise where it is necessary for the establishment, exercise or defence
of legal claims.

If you choose to provide your consent, you can withdraw it at anytime by contacting us.

7 SHARING YOUR PERSONAL DATA

H20 employees will use your personal data for the purposes mentioned above. The employees
that access your personal data do so on a ‘need to know’ basis.

We will not disclose your personal data to third parties except for those detailed below:

e OQOurservice providers and agents;

e Our professional advisers (auditors and legal advisers);
e Identity authentication and fraud prevention agencies;
e Relevant and applicable regulators (i.e. HMIRC, FCA etc);
e Your financial adviser(s) (with your authority);

e Companies you ask us to share your information with.

8 STORAGE AND SECURITY

8.1 RETENTION OF DATA

Your personal data will be retained by H20 for as long as necessary depending on the purpose
for which it was provided. For details on personal data retention periods please contact us.

Our retention periods are based on a number of factors, including but not limited to:
e Contractual and business obligations;
e Legal and regulatory compliance obligations;
e Relevant statute of limitations law(s);

e Guidelines issued by supervisory bodies.

8.2 SECURITY AND CONFIDENTIALITY
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The personal data that you provide us may be confidential. We will maintain the confidentiality
of and protect your data in accordance with our normal procedures and all applicable laws and
regulations.

We employ appropriate security measures to protect your personal data against loss and to
prevent access by unauthorised persons. We employ procedures to deal with any suspected
data security breach and we will notify you and any applicable regulator of a suspected breach
when we are required to do so.

All persons that access or use your personal data on our instructions do so under a strict duty
of confidentiality. H2O employees that access your personal data do so on a ‘need to know’
basis. All others who do not require the use of your personal data will not have the requisite
access privileges.

9 YOUR RIGHTS

Your rights in relation to your personal data are detailed below. In order to exercise any of your
rights, the easiest way is to contact our Data Protection Office through the contact details
provided. We will respond to you within 30 days of your request and in most cases, there is no
charge for exercising any of your rights.

e Accessing your personal data: you have the right to find out what personal data we hold
about you.

e Correcting or adding to your personal data: if any of you personal data is incorrect,
inaccurate or incomplete, you can ask to correct or add to the data we hold about you.

e Data portability: in certain circumstances, you can request for your personal data to be
sent to you or to another organisation electronically.

e Objecting to the use of your personal data for legitimate interest: you have the right to
object to any processing done under legitimate interest. We will re-asses the balance
between our interests and yours, considering your particular circumstances. If we have
a compelling reason we may still continue to use your data.

e Restricting the use of your personal data: you have the right to restrict our use of your
data if you are uncertain about the accuracy or the way we use your data. We will only
use your personal data after the query has been resolved.

e Right to erasure: you have the right to request the erasure of your personal data. In

certain circumstances, we may not be able to erase all of your data for legal or
regulatory reasons.

10 CHANGES TO OUR PRIVACY NOTICE

We reserve the right, at our discretion, to change, modify, add to, or remove portions from our
Privacy Notice. You will be duly notified of any significant changes by way of our website.
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