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1. Key Considerations 
Summary 
H2O AM needs to gather and use certain information about individuals. 
These individuals can include customers, suppliers, business contacts, employees, and other people 
the organisation has a relationship with or may need to contact. Personal data may only be collected 
when strictly necessary. 
The purpose of this Policy is to formalize a global data protection framework for H2O AM and for 
each of its offices individually. Therefore, this Policy provides an overview of the main principles 
contained in the Data Protection Laws, sets H2O AM’s overarching approach to data protection and 
establishes minimum standards designed to assist its offices in implementing a data protection 
framework that is reasonably designed to prevent violations of Data Protection Laws. In countries 
outside the EU where Data Protection laws are typically less stringent or comprehensive than General 
Data Protection Regulation (“GDPR”), H2O AM has elected to implement the GDPR standards. 
The Policy ensures H2O AM: 
• Complies with data protection laws and regulations and follows good practice; 
• Protects the rights of staff, customers and partners; 
• Is open about how it stores and processes individuals’ data; 
• Protects itself from the risks of a data breach. 
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Commitment 
This Data Privacy & Protection Policy (the “Policy”) sets forth the expected behaviours of H2O AM in 
relation to the collection, use, retention, transfer, disclosure, and destruction of any Personal Data 
(“PD”) belonging to an identifiable individual. H2O AM must comply with the data protection and 
data privacy laws that apply in their jurisdictions, as well as any data privacy laws of other jurisdictions 
which are applicable to their business and operations (“Data Protection Laws”). However, where Data 
Protection laws are typically less stringent or comprehensive than General Data Protection 
Regulation (“GDPR”), H2O AM has elected to implement the GDPR standards. 
Violations of Data Protection Laws may result in civil or criminal liability, significant fines, and 
reputational harm for H2O AM and its employees who are responsible for processing data. 

 
Clients’ Information 

This Policy is available through the H2O AM’s website.  
 

 
Document Category within Group H2O AM   

☒Group Policy      ☐Non- Group Policy 

☐Group Procedure     ☐Non- Group Procedure 

 
Scope of Staff/Employees 

☒All Staff   ☐All H2O AM’s Representatives              ☐Restricted to: 

 
Key Dates 

Publication Date  
19/11/2025     

 

2. Business Structure 
 

H2O Asset Management Group includes 5 entities and 2 of them are asset management companies: 
• H2O AM Europe, registered in France as an asset management company and regulated by 

the Autorité des Marchés Financiers (“AMF”);  
• H2O Monaco registered in Monaco as an asset management company and regulated by the 

Commission de Contrôle des Activités Financières (“CCAF”). 
 
H2O AM LLP is not regulated – service provider only. 
H2O AM Asia is not regulated – marketing and distribution only. 
H2O AM Switzerland is not regulated – marketing and distribution only. 
 
Each of these H2O AM entities will be hereafter individually referred to as the “Firm” or “Entity" and 
collectively referred to as the “Group H2O AM”, “Firms”, “Entities” or “we”. 
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3. Regulatory framework 
 

• Relevant EU rules and regulations, in particular: 
o Regulation (EU) 2016/679 on the protection of natural persons with regard to the 

processing of personal data (“GDPR”) 
o Commission Implementing Decision (EU) 2021/915 of 4 June 2021 on standard 

contractual clauses between controllers and processors 
o Directive 2009/136/EC on privacy and electronic communications (“ePrivacy 

Directive”) 
o European Data Protection Board (EDPB) guidelines 

 
• United Kingdom General Data Protection Regulation (UK GDPR) tailored by the Data 

Protection Act 2018 (DPA 2018). 
o Data protection: The UK's data protection legislation - GOV.UK 
o Information Commissioner’s Office website: https://ico.org.uk/for-organisations/guide-

to-data- protection/guide-to-the-general-data-protection-regulation-gdpr/ 
 

• French laws and regulations, notably: 
o No 78-17 of 06 January 1978 and amendments on information technology, files and 

civil liberties 
o Order No 2018-1125 of 12 December 2018  
o Decree No 2019-536 of 29 May 2019 
o French Commission Nationale de l’Informatique et des Libertés (the “CNIL”) 

guidelines and recommendations on the French Data protection Authority website: 
https://www.cnil.fr/en/home 

 
• Monaco regulation :   Law No. 1.565 of 3 December 2024 –  and Autorité de Protection des 

Données Personnelles (the “APDP”)  guidelines and recommendations on the Monaco Data 
Protection  Authority website: https://apdp.mc/ 
 

• The Singapore Personal Data Protection Act No. 26 of 15 October 2012 and amendment of 
2020 (the “PDPA”), Data protection management programme (DPMP) and data protection 
impact assessment Guides.  
 

• The Swiss Federal Act on Data Protection of 25 September 2020 (FADP) and its ordinances. 

H2O AM elaborated a comparative note between all jurisdictions where H2O AM entities are 
implemented and concluded that the European GDPR regulation proves to be stricter and more 
comprehensive. Therefore, in accordance with the dedicated, H2O AM has decided to align all of 
these entities with the GDPR regulation. 

https://www.gov.uk/data-protection
https://ico.org.uk/for-organisations/guide-to-data-%20protection/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/for-organisations/guide-to-data-%20protection/guide-to-the-general-data-protection-regulation-gdpr/
https://www.cnil.fr/en/home
https://legimonaco.mc/tnc/loi/2024/12-03-1.565/
https://apdp.mc/
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4. Definitions 
 
Consent: any freely given, specific, informed and unambiguous indication of the data subject's 
wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to 
the processing of personal data relating to him or her. 
 
Data Controller: the natural or legal person, public authority, agency or other body which, alone 
or jointly with others, determines the purposes and means of the processing of personal data. 
 
Data Processor: a natural or legal person, public authority, agency or other body which processes 
personal data on behalf of the controller. 
 
Data Protection Officer1: see section 6.1.1. 

DPIA (Data Protection Impact Assessment): Article 35 of the GDPR provides for a data protection 
impact assessment (DPIA) to be carried out where the processing is likely to result in a high risk to the 
rights and freedoms of data subjects. This impact assessment must set out the characteristics of the 
processing, the risks and the measures adopted. 

Data Recipient: a natural or legal person, public authority, agency or another body, to which the 
personal data are disclosed, whether a third party or not. 

Data Subject: the identified or identifiable living individual (identified natural person) to whom 
personal data relates. 

Employee: An individual who works part-time or full-time for H2O AM under a contract of 
employment (oral or written, express or implied). 
 
General Data Protection Regulation (“GDPR"): regulation (EU) 2016/679 of the European 
parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to 
the processing of personal data and on the free movement of such data, and repealing Directive 
95/46/EC (General Data Protection Regulation). 

 
Health data: Personal Data relating to the individuals’ health including DNA, blood data and other. 
This is a Special Category of Data. 
 
IDTA (International Data Transfer Assessment): The GDPR provides some of the toughest data 
protection rules in the world. EU citizens, therefore, have a right to be confident that their personal 
data will be protected if it is moved between states, including to countries that have not been 
granted adequacy.  Countries that are granted adequacy have been deemed by the European 
Commission to provide a level of data protection equivalent to that is provided by the EU. 
 An IDTA must be completed before the international data transfer 2 to safeguard personal data sent 
outside the EU to certain third countries.  

 

 
1 Outsourced to an specific provider 
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Lawful basis: a lawful basis is a legal reason for having personal data and is required in order to 
legally process that data. It needs to be demonstrated that the data was obtained lawfully and 
will be processed in a manner that does not infringe the rights and freedoms of the individual whose 
data it is. 

Natural Person: is one who can be identified, directly or indirectly, in particular by reference to an 
identifier such as a name, an identification number, location data, an online identifier or to one or 
more factors specific to the physical, physiological, genetic, mental, economic, cultural or social 
identity of that natural person. 

Offenses, convictions or security measures: Personal Data relating to the individuals’ criminal 
history or other security concerns. This is a Special Category of Data. 

Personal Data (“PD”): any information relating to an identified or identifiable natural person 
(data subject); an identifiable natural person is one who can be identified, directly or indirectly, in 
particular by reference to an identifier such as a name, an identification number, location data, an 
online identifier or to one or more factors specific to the physical, physiological, genetic, mental, 
economic, cultural or social identity of that natural person. 

Personal Data Breach: Breach of security leading to the accidental or unlawful destruction, loss, 
alteration, unauthorized disclosure of, or access to, personal data transmitted, stored or 
otherwise processed. 
 
Process, Processed, Processes and Processing: any operation, or set of operations, which is 
performed upon Personal Data, whether or not by automatic means. This includes collection, 
recording, organization, storage, adaptation or alteration, retrieval, consultation, use, disclosure 
by transmission, dissemination or otherwise making available, alignment or combination, 
blocking, erasure or destruction. 
 
Racial or ethnic origin data: Personal Data relating to the race or ethnicity of the Individuals. This 
is a Special Category of Data. 
 
Religious or philosophical beliefs: Personal Data relating to the religious, philosophical or other 
beliefs of the individuals. This is a Special Category of Data. 
 
ROPA (Record Of Processing Activities): An organization’s record of processing activities (RoPA) 
refers to a requirement laid out in Article 30 of the General Data Protection Regulation (GDPR), 
which states, in part, that a controller must “maintain a record of processing activities under its 
responsibility,” including “all categories of processing activities.” A valid RoPA will be the product of 
efficient record keeping procedures and accountability within an organization, and the continued 
review and maintenance of these procedures will promote compliance with GDPR standards. 
A comprehensive record of processing activities will ultimately be comprised of everything 
accounted for by these exercises. A valid RoPA will contain the name and contact of the 
organization, as well as all parties involved in the handling of data, and their corresponding 
relationships (controllers or processors). It should provide reasons and methods for processing all 
personal data, as well as transactional history. 
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Sensitive Personal Data / Special Categories of Data: subset of personal data which includes but 
is not limited to personal data revealing or concerning (directly or indirectly) racial or ethnic origin, 
political opinions, religious or philosophical beliefs, or trade union membership, genetic data, 
biometric data for the purpose of uniquely identifying a natural person, data concerning health or 
data concerning a natural person's sex life or sexual orientation. 
 
Sex life or sexual orientation data: Personal Data relating to the sexual orientation and 
preferences of the individuals. This is a Special Category of Data. 
 
Third Party: a natural or legal person, public authority, agency or body other than the data subject, 
controller, processor and persons who, under the direct authority of the controller or processor, are 
authorized to process personal data. 

5. Scope 
 

5.1 TERRITORIAL SCOPE 

 

Most organizations - including H2O AM - that process PD within the European Union (“EU”) fall 
under the scope of the GDPR. However, the EU privacy rules now also can apply to Data Controllers 
and Data Processors outside the EU. The consequence of this expansion is that the GDPR applies 
to the processing of PD of Data Subjects who are in the EU by a Data Controller, or a Data Processor 
not established3 in the EU, where the processing activities are related to: (a) The offering of goods 
or services, irrespective of whether a payment of the Data Subject is required, to such Data 
Subjects in the EU; or (b) The monitoring of their behavior as far as their behavior takes place within 
the EU.  

 

Where H2O AM (the “Data Controller”) chooses to use a Data Processor located outside the EU and 
not subject to GDPR, it shall ensure by contract or other legal act that the Data Processor 
processes the data in accordance with the GDPR, the International Data Transfer Assessment 
should be done when making a restricted transfer. 

The Data Processor will have to ensure its processing remains lawful with regards to other 
obligations under EU or national law. 

 
3 While the notion of “main establishment” is defined in Article 4(16), the GDPR does not provide a definition of 

“establishment” for the purpose of Article 34. However, Recital 225 clarifies that an “[e]establishment implies the 
effective and real exercise of activities through stable arrangements. The legal form of such arrangements, whether 
through a branch or a subsidiary with a legal personality, is not the determining factor in that respect.”. 

 Source: https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_guidelines_3_2018_territorial_scope_en.pdf 
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5.2 INDIVIDUAL SCOPE 

 
This Policy applies to: 
 

• All H2O AM entities; 
• All staff of H2O AM; 
• All contractors, business contacts, suppliers, and other individuals working on behalf of 

H2O AM. 
 

This Policy applies to all PD which H2O AM collects relating to identified or identifiable individuals 
(“Data Subjects”). This can include, but is not limited to, information regarding: 

 

• Its employees, directors and company officers: Name, personal contact information, 
employment history, date of birth, national insurance number, personal banking details, 
emergency contact details, employment terms & conditions, educational history and 
qualifications, regulatory registrations, employment references, image rights authorization, 
family circumstances, contact information, interview notes, any information provided by CV 
or relevant public social media or recruitment platform profiles, etc. 

Such information is usually collected at the time of hiring or appointment to office and 
updates may be needed through the years. At the time of hiring, the new employees are 
asked to sign the “Data Privacy Information Notice - Employee Agreement” that enables 
H2O AM to process its employees’ PD; 

 
• Its clients for the purpose of doing business with them: this includes, but is not limited to 

Know-Your-Customer / Anti-Money Laundering documentation (including, but not 
limited to, copies of passports, postal addresses, signatures and any other information 
relating to individuals); 

 
• Its third-party partners and service providers to allow them to provide services to H2O AM; 
• Prospective clients; 

• Visitors to H2O AM’s website; 
• Attendees at events organized by H2O AM. 

 
This policy applies to all processing of PD in electronic form (including electronic mail and 
documents created with word processing software) or where it is held in manual files that are 
structured in a way that allows ready access to information about Data Subjects. 
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6. Data privacy and protection risks 
 

This policy helps to protect H2O AM from several real data security risks, including: 
 

• Breaches of confidentiality. For instance, information being given out inappropriately. 
• Failing to offer choice. For instance, all Data Subjects should be free to choose how H2O 

AM uses data relating to them. 

• Reputational damage. For instance, H2O AM could suffer if Sensitive PD is 
unlawfully or inappropriately accessed. 

7. Policy 
7.1 GOVERNANCE 

7.1.1 DATA PROTECTION OVERVIEW 

 

Data privacy and Data protection falls under the purview of the Executive Committees, with 
strategic oversight provided by the Head of Finance, Legal and Compliance. 

H2O AM decides to nominate a Data Protection Referent (DPR) instead of a Data Protection Officer 
(DPO). The designation of a DPO is mandatory for companies whose core activities require them to 
carry out regular and systematic monitoring of individuals or sensitive data on a large scale or for 
companies who process data relating to criminal convictions and offences. As H2O AM does not 
engage in such activities, the appointment of a DPO is not mandatory. The DPR is a voluntary 
individual, part of the Compliance team (Vinh Dang for H2O AM Europe and Sophie Mourton for 
other entities) who is aware of data protection issues, ensures compliance within an organization. 
This function is oversight by the CCOs. Data privacy and protection topics are reported to the Legal 
and Compliance Committee (LCC). 

 
The duties of the DPR include 
 

• Informing and advising H2O AM and its employees who carry out processing pursuant to 
Data Protection Laws; 

• Ensuring H2O AM employees trainings; 
• Ensuring the alignment of this policy with data privacy and protection regulations or law; 
• Providing guidance with regards to carrying out Data Protection Impact Assessments 

(“DPIAs”);  

• Investigating all reported incidents to confirm whether or not a PD breach has occurred and 
recording in H2O AM’s data breach register any PD breaches, regardless of whether H2O 
AM is required to notify to the relevant Data Protection Authorities (“DPAs”) and the 
affected individuals; 

• Acting as a point of contact for and cooperating with DPAs; 

• Determining the need for, making, and keeping current notifications to one or more DPAs 
as a result of H2O AM’s current or intended PD processing activities; 

• The establishment and operation of a  system  providing  prompt  and  appropriate 
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• Responses to individual’s PD requests; 

• Ensuring establishment of procedures and standard contractual provisions for obtaining 
compliance with this policy by anyone who: 

• Provides PD to H2O AM; 

• Receives PD from H2O AM; 

• Ensuring that the processing of PD complies with the Data Protection Laws and especially 
the GDPR standards 

 

The duties of the H2O Chief Compliance Officers are to oversight DPRs and to ensure that the data 
protection framework is in place. 
 

7.1.2 POLICY DISSEMINATION & ENFORCEMENT 

 

H2O AM must ensure that all H2O AM employees responsible for the processing of PD are aware of 
and comply with the contents of this Policy. 
 
All Third Parties engaged to process PD on their behalf (i.e. “Data Processors”) are aware of and 
comply with the contents of this policy. Assurance of such compliance must be obtained from all 
third parties, whether companies or individuals, prior to granting them access to PD controlled by 
H2O AM. 
 

7.1.3 DATA PROTECTION BY DESIGN AND BY DEFAULT 

 

The GDPR requires putting into place appropriate technical and organizational measures to 
implement the data protection principles and safeguard individual rights: this is Data Protection by 
design and by default.  

Data protection “by design” is about considering data protection and privacy issues upfront in 
everything you do. 

Data protection “by default” is the principle whereby an organization ensures that only data strictly 
necessary for each specific purpose of the processing is processed by default (without the 
intervention of the user). 

To ensure that all data privacy and protection requirements are identified and addressed when 
designing new systems or processes and/or when reviewing or expanding existing systems or 
processes, each of them must go through an approval process before continuing. 
 
H2O AM must ensure that a DPIA is conducted for all new and/or revised systems or processes for 
which it has responsibility. The subsequent findings of the DPIA must then be submitted to the DPR 
for review and approval. H2O AM shall ensure that PD is automatically protected in any Information 
technology (“IT”) system, service, product, and/or business practice, so that individuals should not 
have to take any specific action to protect their privacy. 

Copies of the results of the DPIA must be kept by the DPR to demonstrate compliance with the Data 
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Protection by Default and by Design requirement. 

 

7.1.4 COMPLIANCE MONITORING 

 

To confirm that an adequate level of compliance is being achieved by H2O AM in relation to this 
policy, a regular review will be undertaken by an external advisor specialized in Data Protection. The 
review will, as a minimum, assess: 

a) Compliance with this Policy in relation to the privacy and protection of PD including: 
• Raising awareness; 
• Training of employees; 

b) The effectiveness of data privacy and protection related operational practices, including: 
• Data Subjects’ rights; 
• PD transfers; 
• PD incident management; 
• PD complaints handling; 

c) The level of understanding of data protection policies and privacy notices; 
d) The policy to ensure that it is up to date; 
e) The accuracy of PD being stored; 
f) The adequacy of procedures for redressing poor compliance and PD breaches. 

 
The DPR will devise a plan with a schedule for correcting any identified deficiencies within a defined 
and reasonable time frame. Any major deficiencies identified through the review will be reported to 
the Head of Finance, Legal and Compliance and monitored by the LCC. 

 

7.2 DATA PROTECTION PRINCIPLES 
 

The GDPR describes how organizations - including H2O AM - must collect, use, retain, disclose, and 
destroy PD. 

These rules apply regardless of whether data is stored electronically, on paper or on other materials. 

To comply with the law, PD must be collected and used fairly, stored safely, not disclosed unlawfully, 
and destroyed appropriately. H2O AM has adopted the following principles as outlined in the 
GDPR4. 

 

7.2.1 LAWFULNESS, FAIRNESS, AND TRANSPARENCY 
 

PD shall be processed lawfully, fairly and in a transparent manner in relation to individuals. H2O AM 
must tell the Data Subject what processing will occur; the processing must match the description 
given to the individual, and it must be for one of the purposes specified in the applicable data privacy 
and protection regulation. 
 

 
4 Regulation (EU) 2016/679 (General Data Protection Regulation), Article 5. 



 

H2O Data Privacy & Protection Policy Group H2O AM P a g e  | 13 

For processing of PD to be lawful, a specific ground for the processing must be identified: see section 
7.4.1. 
The GDPR displays six lawful bases that legitimize PD processing: consent from the Data Subject; 
contractual relation; legitimate interest; legal obligation; vital interest; and public task. H2O AM 
shall process PD only if one of these lawful bases is applicable. 
 
Fairness means that H2O AM shall ensure to only handle PD in ways that people would reasonably 
expect and not use it in ways that have unjustified adverse effects on them. 
 
Transparent processing is about being clear, open and honest with individuals from the start about 
who H2O AM is, and how and why H2O AM uses their PD. 
 

7.2.2 DATA MINIMIZATION 
 

PD shall be collected for specified, explicit, and lawful purposes and not further processed in a 
manner that is incompatible with those purposes. Therefore, H2O AM must specify what the PD 
collected will be used for and limit the processing of that PD to only what is necessary to meet the 
specified purpose. 
PD shall be adequate, relevant, and limited to what is necessary in relation to the purposes for which 
they are processed. H2O AM must not store any PD beyond what is strictly required. 
 

7.2.3 ACCURACY 
 

PD shall be accurate and kept up to date. H2O AM must have processes in place for identifying and 
addressing out-of-date, incorrect, and redundant PD. 
 

7.2.4 STORAGE LIMITATION 
 

PD shall be kept in a form which permits identification of Data Subjects for no longer than is 
necessary for the purposes for which the PD is processed. H2O AM must, wherever possible, store 
PD in a way that limits or prevents identification of the Data Subjects. 

 

7.2.5 INTEGRITY & CONFIDENTIALITY 
 

PD shall be processed in a manner that ensures appropriate security of the PD, including protection 
against unauthorized or unlawful processing, and against accidental loss, destruction or damage. 
H2O AM must use appropriate technical and organizational measures to ensure the integrity and 
confidentiality of PD is maintained at all times. 
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7.2.6 ACCOUNTABILITY 
 

The DPR shall be responsible for and be able to demonstrate compliance with the above principles. 
H2O AM must be able to demonstrate that the principles above are met for all PD for which it is 
responsible. 
 

7.3 DATA COLLECTION 
7.3.1 CONSENT TO ALLOW DATA COLLECTION 

 

Where a need exists and requires the Consent of a Data Subject prior to the collection, use or 
disclosure of their PD, H2O AM is committed to seeking such Consent. 
 
The DPR will ensure that mechanisms are in place to obtain and document Data Subjects’ Consent 
for the collection, processing, and/or transfer of their PD. 
 
The request for Consent will be presented to the Data Subject: 

• in a manner which is clearly distinguishable from any other matters and; 

• is made in an intelligible and easily accessible form and uses clear and plain 
language. 

 
The Consent must be freely given and not based on a condition of a contract. H2O AM will allow 
consent to be withdrawn at any time via notification from the individual. 

Consent will be deemed given by a clear affirmative act establishing a freely given, specific, 
informed and unambiguous indication of the Data Subject's agreement to the processing of PD 
relating to him or her, such as by a written statement, including by electronic means, or an oral 
statement. 

The Data Subject shall have the right to withdraw his or her consent at any time, but the withdrawal 
shall not affect the lawfulness of processing based on consent before its withdrawal. 
 

7.3.2 DATA COLLECTION OUTSIDE OF CONSENT 
 

H2O AM can collect PD out of the Data Subject’s consent when one of the following lawful bases is 
applicable: contractual relation; legitimate interest; legal obligation; vital interest; and public task. 
 
For instance, during its activities, H2O AM shall collect PD: 

• to provide its services and fulfil its contractual obligations with clients or third parties; 
• for legal and regulatory compliance purposes. This includes responses to governmental, 

regulatory or law enforcement agency requests as required. For instance, H2O AM shall 
collect PD information to perform identity checks and fraud checks to ensure compliance 
with its Anti-Money Laundering obligations; 

• for H2O AM’s legitimate business interest in: 
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(a) Ensuring the quality of the products and services we provide; 
(b) Collecting information for marketing purposes; 
(c) Communicating with Clients of the emails from Clients / Prospective clients on the 

basis of its legitimate business interest; 
(d) The physical security of our premises; 
(e) Statistical analysis. 

 
In these cases, and more generally when a lawful basis exists apart from Consent, Data Collection 
can be done from other persons or bodies than the Data Subject if they can provide evidence, they 
have the authorization to disclose those data. 

If PD is collected from someone other than the Data Subject, then the Data Subject must be 
informed of the collection. An exception to this justification can occur only if: 

• The Data Subject has received the required information by other means; or 
• The information must remain confidential due to a professional secrecy obligation; or 
• A national law expressly provides for collection, processing or transfer of PD. 

Notification to the Data Subject should be sent promptly and in any case by the earliest of: 
• One calendar month from the first collection or recording of PD; or 
• At the time of first communication, if the PD is used for communicating with the Data 

Subject; or 
• At the time of disclosure, if the PD is disclosed to another recipient. 

 
7.3.3  DATA COLLECTION ON H2O AM WEBSITE 

 
H2O AM shall publish a privacy notice on its website to inform all visitors of its commitments to 
ensure confidentiality of PD and to comply with Data Protection Laws and especially with the GDPR. 
 
H2O AM’s privacy notice is displayed in Appendix C of this policy and directly on the website. 
 

7.4 DATA USE 
7.4.1 DATA PROCESSING 

 

H2O AM, as a Data Controller, must exercise control over the processing and carry data protection 
responsibility for it.  

H2O AM processes PD of its clients, prospective clients, employees, and others for the following 

broad purposes (but not limited to): 

• The general running and business administration of H2O AM; 
• Employee / staff / partner management/ Recruitment; 
• Management of clients and prospective clients who are only professionals; 
• Compliance with its legal and regulatory obligations; 
• To offer/provide/ensure quality of its investment services to clients and prospective clients; 
• The performance of contracts; 
• Fraud prevention; 
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• Network and information security; 
• Direct marketing. 

H2O AM acknowledges the requirement for a valid lawful basis in order to process PD. If no lawful 
basis applies to processing, it will be unlawful and in breach of the first principle (see section 6.2.1). 

The processing of Data Subjects’ PD should always be considered from their perspective and whether 
the use will be within their expectations or if they are likely to object. 
 
H2O AM will process PD in accordance with all applicable laws and regulations, and applicable 
contractual obligations. More specifically, H2O AM will not process PD unless it finds that there is 
lawful basis to do so, in accordance with the principles of the GDPR: 

• The Data Subject has given consent to the processing of their PD for one or more 
specific purposes (see section 7.3.1); 

• Processing is necessary5for the performance of a contract to which the Data Subject is 
a party to or in order to take steps at the request of the Data Subject prior to entering 
into a contract; 

• Processing is necessary for compliance with a legal or regulatory obligation; 
• Processing is necessary for the purposes of the legitimate interests pursued by the 

controller or by a third party, except where such interests are overridden by the 
interests or fundamental rights and freedoms of the Data Subject; 

• Processing is necessary to protect an individual’s vital interests; 
• Processing is necessary for public task. 

H2O AM considers the perspectives and expectations of Data Subjects in the processing of their PD 
and avoids any behavior that would be contrary to their expectations or that could potentially harm 
the rights and freedom of an individual or group of individuals. 

Before starting any new or further processing of PD, H2O AM must verify whether additional 
Consent must be obtained from the Data Subject and/or whether an updated privacy notice must 
be provided to the relevant Data Subject. 
When no other lawful basis can be established to process an individual’s PD, or when the processing 
is not deemed necessary, explicit Consent must be obtained from the Data Subject. 

 

 

 

 
5 This does not mean that processing has to be absolutely essential. However, it must be more than just useful and 
more than just standard practice. It must be a targeted and proportionate way of achieving a specific purpose. The 
lawful basis will not apply if you can reasonably achieve the purpose by some other less intrusive means, or by 
processing less data. Source: https://ico.org.uk/for-organisations/guide-to-data- protection/guide-to-the-general-data-
protection-regulation-gdpr/lawful-basis-for-processing/ 
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7.4.2 SPECIAL CATEGORIES OF DATA 
 

Special Categories of Data (Sensitive Data) need more protection. For instance, information about 
an individual’s: race, ethnic origin, age, gender, religious or philosophical beliefs, politics, genetics, 
biometrics, health, sex life or sex orientation. 

The lawful process of Special Categories of Data implies: 
• A lawful basis under Article 6 of the GDPR in exactly the same way as for any other PD and; 
• A specific condition to be satisfied under Article 9 of the GDPR. 

 
Therefore, H2O AM shall not process Special Categories of Data like race, ethnic origin, religious or 
philosophical beliefs, politics, genetics, biometrics, sex life or sex orientation.  
H2O AM does process some data relating to, age, gender, mental and physical health-related data, 
and relationship/family status only and the Data Subject gives its consent to the processing (Article 
6 of the GDPR) which must be explicit (Article 9 of the GDPR). 

H2O AM shall collect, use and store its employees’ Sensitive Data only with their prior explicit 
consent. Their consent shall be considered as explicit if they have signed the dedicated H2O AM 
Data Privacy Information Notice. 

In any other situation where Special Categories of Data are to be processed, prior approval must be 
obtained from the DPR and the basis for the processing clearly recorded with the PD in question. 
 

7.4.3 DATA QUALITY 

 

H2O AM will adopt all necessary measures to ensure that the PD it collects and processes is 
complete and accurate in the first instances and is updated to reflect the current situation of the 
individual. 
 
These measures include: 
 
• Correcting PD as required, even if the Data Subject has not requested rectification; 
• Keeping PD only for the required period of use in accordance with the Data Retention Schedule; 
• PD is appropriately removed or erased if it is violation of the Data Protection principles or if the 

PD is no longer required; 
• Restriction, rather than deletion of PD, insofar as: 

 A law prohibits erasure; 
 Erasure would impair legitimate interests of the individual; 
 The Data Subject disputes that their PD is correct and it cannot be clearly 

ascertained whether their information is correct or incorrect. 
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7.5 DATA RETENTION 
 
To ensure fair processing, PD will not be retained by H2O AM for longer than necessary in relation 
to the purposes for which it was originally collected, or for which it was further processed. 
 
Attached as Appendix A which sets out the length of time in which PD needs to be retained. This 
takes into account the legal and contractual requirements, both minimum and maximum, that 
influence the retention periods set forth in the schedule. All PD should be securely deleted or 
destroyed as soon as possible where it has been confirmed that there is no longer a need to retain 
it. 

7.6 DATA PROTECTION 
 

H2O AM adopts physical, technical, and organizational measures to ensure the security of PD. This 
includes the prevention of loss or damage, unauthorized alteration, access or processing, and other 
risks to which it may be exposed by virtue of human action or the physical, natural or electronic 
environment. 
 
The security measures adopted by H2O AM are set out in H2O AM’s IT Security and Cyber Security 
policies. A summary of the related security measures is below: 

• Prevent unauthorized persons from gaining access to data processing systems in which PD 
is processed; 

• Prevent persons entitled to use a data processing system from accessing PD beyond their 
needs and authorizations; 

• Ensure that PD in the course of electronic transmission during transport cannot be read, 
copied, modified, or removed without authorization; 

• Ensure that PD is protected against undesired destruction or loss; 
• Ensure that PD is not kept longer than necessary. 

 

7.7 INDIVIDUALS’ RIGHTS 
 

The DPR will establish a system to enable and facilitate the exercise of the Data Subjects’ rights with 
respect to their PD. The DPR is responsible for reporting to information owner on Subject Access 
Request (SARs). The DPR is responsible for handling all SARs as explained in the dedicated procedure: 
H2O AM - Subject Access Request Procedure.The response letter is completed according to a 
dedicated template and the DPR maintains a record of requests for data and of its receipt, including 
dates. 
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7.8 Creation of the Record of Processing Activities (RoPA)  
 

The DPR, in collaboration with the compliance team, ensures that the ROPA is properly maintained. 

This ROPA details will provide a useful mapping of all the personal data processed by H2O AM and 
enable it to respond to any requests, both from the supervisory authorities and from rights holders, 
which relates in particular to: 

- the different methods of processing personal data;  
- the categories of personal data processed; 
- the objectives of the data processing operations; 
- the actors (internal or external) who process this data; 
- the flows, indicating the origin and destination of the data, in order to identify any data 

transfers outside the European Union. 

The DPR maintains regular contact with the various contributors (IT and HR) in order to determine 
the data that is really necessary for the proper functioning of the company and to optimise the 
practices related to their processing (minimisation of collection, definition of access rights, automatic 
rules for erasure or archiving, etc.). 

 

7.9 LAW ENFORCEMENT REQUESTS & DISCLOSURES 

 

H2O AM is permitted to disclose PD without the consent of the Data Subject only for the following 
purposes: 

- The prevention or detection of crime; 
- The apprehension or prosecution of offenders; 
- The assessment or collection of a tax or duty; 
- By the order of a court or by any rule of law. 

If an H2O AM employee receives a request from a court or any regulatory or law enforcement 
authority for PD relating to a Data Subject, he/she must notify the DPR who will provide guidance 
and assistance. 

 

7.10 DATA PRIVACY & PROTECTION TRAINING 
 

All H2O AM employees that have access to PD will have their responsibilities under this policy 
outlined to them as part of their staff induction training. In addition, H2O AM will provide regular 
data privacy and protection training and procedural guidance for its employees. 
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7.11 DATA TRANSFERS 

All exports of personal data from within the European Economic Area (EEA) to non-European 
Economic Area countries (referred to in the GDPR as ‘third countries’) are unlawful unless there is 
an appropriate “level of protection for the fundamental rights of the data subjects”.   

The European Commission has so far recognized Andorra, Argentina, Canada (commercial 
organizations), Faroe Islands, Guernsey, Israel, Isle of Man, Japan, Jersey, New Zealand, Republic of 
Korea, Switzerland, the United Kingdom under the GDPR and the LED, the United States 
(commercial organizations participating in the EU-US Data Privacy Framework), Uruguay  and the 
European Parent Organization as providing adequate protection. 

Therefore, if H2O AM exports PD outside EEA, the Data Controller is responsible for identifying the 
international transfer and complete an Data Transfer Impact Analysis to check if additional 
protection should be added.  

Please refer to the dedicated H2O Data Transfer Procedure.  
 

7.12 Data Protection Impact Assessment (DPIA) 
 

In accordance with Article 35 of the GDPR, H2O AM carries out a data protection Impact Assessment 
when the company identifies that a processing of personal data is ‘likely to result in a high risk to the 
rights and freedoms of data subjects’. 

In principle, this impact assessment is carried out before the data processing is implemented. It 
generally concerns processing that fulfils at least two of the following criteria (or corresponds to one 
of the DPIA cases referred to by the CNIL in its deliberation no. 2018-327 of 11/10/2018): 

• evaluation/scoring (including profiling); 
• automatic decision with legal or similar effect; 
• systematic monitoring; 
• collection of sensitive data; 
• large-scale collection of personal data; 
• data cross-checking; 
• vulnerable persons; 
• innovative use (use of a new technology); 
• exclusion from the benefit of a right/contract. 

A dedicated template is available. 

For the use of personal databases freely available on the Internet or provided by a third party, H2O 
AM carries out a complete analysis of the compliance of the processing of personal data in advance 
and integrates it into the DPIA in accordance with the regulations in force

file://h2o-data1.h2o.local/Public/Services/H2O/Procedures/CPL%20-%20Data%20Privacy%20and%20Protection%20Policy/2025/IDTA-modele.xlsx
file://h2o-data1.h2o.local/Public/Services/H2O/Procedures/CPL%20-%20Data%20Privacy%20and%20Protection%20Policy/2025/Data%20Protection%20Impact%20Assessment%20Template.docx
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¹ List of processing operations for which a data protection impact assessment (DPIA) is not required: edpb_opinion_201913_fr_35.5_dpia_list_en.pdf 
 Liste des types d'opérations de traitement pour lesquelles une analyse d'impact relative à la protection des données n'est pas requise 
² List of processing operations for which a data protection impact assessment (DPIA) is required : list_of_processing_operations_for_which_dpia_is_required_fr.pdf 
    Liste des types d’opérations de traitement pour lesquelles une analyse d’impact relative à la protection des données est requise : Liste des types d’opérations de traitement pour lesquelles une analyse d’impact 
relative à la protection des données est requise 

https://www.edpb.europa.eu/sites/default/files/files/file1/edpb_opinion_201913_fr_35.5_dpia_list_en.pdf
https://www.cnil.fr/sites/cnil/files/atoms/files/liste-traitements-aipd-non-requise.pdf
https://www.cnil.fr/sites/cnil/files/atoms/files/liste-traitements-aipd-non-requise.pdf
https://www.cnil.fr/sites/cnil/files/atoms/files/liste-traitements-aipd-non-requise.pdf
https://www.edpb.europa.eu/sites/default/files/decisions/list_of_processing_operations_for_which_dpia_is_required_fr.pdf
https://www.cnil.fr/sites/cnil/files/atoms/files/liste-traitements-aipd-requise.pdf
https://www.cnil.fr/sites/cnil/files/atoms/files/liste-traitements-aipd-requise.pdf
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8. COMPLAINTS HANDLING 
 

Data Subjects with a complaint about the processing of their PD should put forward the matter in 
writing to the DPR. An investigation of the complaint will be carried out to the extent that is 
appropriate based on the merits of the specific case. The Data Subject will be informed of the 
progress and the outcome of the complaint within a reasonable period. 

H2O AM commits to responding free of charge within a maximum of 1 month. 

Internally, the compliance team, in the same way as it handles complaints, must record: 

• identification of requests 

• how requests are handled, 

• deadlines, 

• content, 

• formalism, 

• recipient, 

• verification of the applicant's identity, 

• verification of the merits of the request. 

If the issue cannot be resolved through consultation between the Data Subject and the DPR, then 
the Data Subject may seek redress through mediation, binding arbitration, litigation, or via 
complaint to the DPA within the applicable jurisdiction. 

Accordingly, H2O AM provides information on its website about the possibility of lodging a 
complaint with a supervisory authority, in particular: 

• the CNIL (FRANCE) : https://www.cnil.fr/fr/plaintes  

By post by writing to CNIL - 3 Place de Fontenoy - TSA 80715 - 75334 PARIS CEDEX 07 

• The ICO (UK) : Data protection and personal information complaints tool | ICO 

By post by writing to ICO Wycliffe House Water Lane Wilmslow Cheshire SK9 5AF 

• The APDP (Autorité de Protection Des Données Personnelles) (MONACO) :  Les courriers 
pour agir – APDP/ 

By post by writing to APDP  -  11 rue du Gabian - Immeuble « Le Concorde » - 98000 Monaco 

• The PFPDT (Préposé fédéral à la protection des données et à la transparence) (SWISS) : 
Contact 

By post by writing to Préposé fédéral à la protection des données et à la transparence 

Feldeggweg 1 - CH - 3003 Berne 

• The PDPC (Personal Data Protection Commission Singapore) (SINGAPORE) : PDPC | Contact 
Us 

https://www.cnil.fr/fr/plaintes
https://ico.org.uk/make-a-complaint/data-protection-complaints/data-protection-complaints/
https://www.ccin.mc/mentions-legales/
https://www.ccin.mc/mentions-legales/
https://www.ccin.mc/mentions-legales/
https://www.edoeb.admin.ch/fr/contact
https://www.pdpc.gov.sg/contact-us
https://www.pdpc.gov.sg/contact-us
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By post by writing to Personal Data Protection Commission - 10 Pasir Panjang Road, #03-01 
Mapletree Business City Singapore 117438 

9. BREACH REPORTING 
 
Any Data Subject who suspects that a PD breach has occurred due to the theft or exposure of PD 
must immediately notify the DPR providing a description of what occurred. Notification of the 
incident can be made via e-mail compliance@h2o-am.com, .   
 
The DPR will investigate all reported incidents to confirm whether or not a PD breach has occurred. 
All incidents shall be reported in H2O AM’s Data Breach Register. 

If a PD breach is confirmed, then the DPR will follow the authorized procedure based on the 
significance of the breach. 

Severe PD breaches: 
 
PD Breaches that may present a risk to the individual’s rights and freedoms are considered as severe. 
In case of a severe PD breach: 

• H2O AM will engage counsel and determine an appropriate response to the PD breach; 
• H2O AM will report it to the DPAs within 72 hours of becoming aware of the breach. 

 
The dedicated procedure H2O AM Personal Data Breach Incident Handling Procedure is available 
here. 

 

10. RELATED DOCUMENTS  
 

• Personal Data Retention Schedule (Appendix A) 
• Individual rights (Appendix B) 
• Privacy Notice - Website & Investors (Appendix C) 
• Privacy Notice - Employees (Appendix D) 
• ROPA (Appendix E) 
• International Data Transfer Mapping (IDT) (Appendix F)  
• Information Security Policy 
• Data Breach register 
• Data Protection Impact Assessment Template 
• H2O AM Personal Data Breach Incident Handling Procedure  
• H2O AM Subject Access Request Procedure 
• H2O AM International Data Transfer Procedure  

 
 
 

mailto:compliance@h2o-am.com
file://h2o-data1.h2o.local/Public/Services/H2O/Procedures/CPL%20-%20Data%20Breach%20Incident/H2O%20AM%20Personal%20Data%20Breach%20Incident%20Handling%20Procedure%202025.pdf
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11.PHYSICAL STORAGE – CLEAR POLICY 
 
Any confidential or restricted information must be held securely at all times, where unauthorized 
people cannot see or access it : employees should make sure paper printouts are not left where 
unauthorized people could see them, for example on a printer or photocopier.  

Additionally, hard copy documents containing confidential and restricted information must be 
securely destroyed using the confidential waste bags/cross shredder provided and not disposed of 
in the general waste-paper bins 

12. Do’s and Don’ts Checklist 
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13. Using Cookies  
 
H2O AM has a cookies policy available on its website. In accordance with current regulations, 
consent to cookies is given through a pop-up window.  

H2O AM has made sure to provide clear information on the use of cookies by allowing its 
visitors/users to exercise a real choice beforehand. 

14. APPENDIX 
 

Appendix A - Personal Data Retention Schedule (in accordance with CNIL regulations in line 
with GDPR regulations) 

 

 
Categories of document 

 
Document Type Shelf life 

Civil and commercial 
documents 

Contract or agreement concluded in the 
context of a commercial relationship, 
commercial correspondence (paper or 

electronic) 

 

5 years 

Contract or agreement concluded in the 
context of a commercial relationship, 
commercial correspondence (paper or 

electronic) 

5 years 

Insurance policy 
2 years from 

termination of 
contract 

Lawyer's file 
5 years from the end 

of the mandate 

Accounting Entries 

Ledger and ledger book: journal book, ledger, 
inventory book, etc. 

10 years from year-
end 

Voucher: PO, Shipment or Receipt, Customer 
and Supplier Invoice, etc. 

10 years from year-
end 

 

Tax Documents 

Income tax (IR) and business tax (SI) 6 years 

Industrial and commercial profits (BIC) 6 years 

Taxes on businesses for individual companies 6 years 
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Local direct taxes (property taxes, etc.) 6 years 

Company property tax (CFE: Companies 
Formalities Center) and CVAE 

6 years 

Turnover taxes (VAT: Value added tax and 
similar taxes, entertainment tax, tax on 

insurance agreements, etc.) 
6 years 

Social Documents 

Annual accounts (balance sheet, profit and 
loss account, annex...) 

10 years from year-
end 

Statuses of a business, a GIE: Economic 
interest grouping or an association (if 
necessary, a status amendment) 

5 years from the loss 
of legal personality (or 
cancelation of 
the SCR: Trade and 
businesses Register) 

Merger Treaty and other act relating to the 
functioning of the business (+ documents of 
the business absorbed) 

5 years 

- Register of registered shares 

- Register of movements of securities 

- Movement Order 

- Register of minutes of meetings and boards 
of directors 

5 years from end of 
use 

Record of attendance and powers Last 3 fiscal years 

Report of the manager or the board of 
directors 

Last 3 fiscal years 

Report of the auditors 
 
Last 3 fiscal years 

  

 

 

Personnel management* 
(HR) 

Pay stub (double paper or electronic) 5 years 

Single register of staff 
5 years from the 
employee's departure 

Document concerning employment 
contracts, wages, bonuses, allowances, 
balances of any account, pension schemes. 

5 years 
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Document on payroll taxes and payroll tax 
 
3 years 

Accounting for employees' days of work 
under a flat rate agreement 

 
3 years 

Accounting for employees' hours, stand-by 
time and their compensation 

1 year 

• Observation or formal notice of labor 
inspection 

• Verification and monitoring of the 
Social and Economic Committee 
(ESC) 

5 years 

Accident at work Declaration of liability to 
the primary sickness insurance fund 

5 years 

IT  

Security and Surveillance Logs 
between 6 months 
and a year 

IT contracts and software licences 10 years 

Data Backups 

15 days of daily 
backups, 1 year of 
monthly backups, 5 
years of annual 
backups 

Project and Development Documentation 6 years 

Incident and Maintenance Registers 6 years 

IT Audits and Compliance Reports 6 years 

Table Data created using data from the CNIL in line with the GDPR - What are the retention periods for companies? | Entreprendre.Service-
Public.fr 

*The employer must be able to guarantee the availability of its employees' digital pay slips for at least 50 years or  up to the employee's 
retirement age and the following 6 years . 

 

 

 

https://entreprendre.service-public.fr/vosdroits/F10029?lang=en
https://entreprendre.service-public.fr/vosdroits/F10029?lang=en
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Appendix B - Individual Rights6 
1) Right to be informed 

 
The right to be informed covers some of the key transparency requirements of the GDPR. It is 
about providing individuals with clear and concise information about what you do with their personal 
data. 

In order to comply with the regulations applicable to H2O AM in terms of individual rights, the 
information is available on the website in the cookie policy section and in the ‘H2O AM Data 
Protection and Privacy Information Notice’. 

Furthermore, H2O AM employees sign the ‘Data Privacy Information Notice - For Employees’ before 
joining the company. 

Articles 13 and 14 of the GDPR specify what individuals have the right to be informed about, namely: 

• The name and contact details of H2O AM; 
• The name and contact details of H2O AM’s representative; 
• The contact details of H2O AM’s DPR; 
• The purposes of the processing; 
• The lawful basis for the processing 
• The categories of Personal data obtained; 
• The recipients or categories of recipients of the Personal Data; 
• The details of transfers of the personal Data to any third countries or international 

organizations; 
• The retention periods for the Personal Data; 
• The rights available to individuals in respect of the processing − 
• The right to withdraw consent; 
• The right to lodge a complaint with a supervisory authority; − 
• The source of the Personal Data; 
• The details of whether individuals are under a statutory or contractual obligation to 

provide the Personal Data; 
• The details of the existence of automated decision-making, including profiling. 

 
2) Right of access 

 
The right of access, commonly referred to as subject access, gives individuals the right to obtain a 
copy of their personal data as well as other supplementary information. It helps individuals to 
understand how and why you are using their data. 

An individual is only entitled to their own personal data, and not to information relating to other 
people (unless the information is also about them, or they are acting on behalf of someone). 

 
6 Source: Information Commissioner’s Office website: https://ico.org.uk/for-organisations/guide-to-data- 
protection/guide-to-the-general-data-protection-regulation-gdpr/ 
And GDPR & CNIL regulation at : CHAPITRE III - Droits de la personne concernée | CNIL 

file://h2o-data1.h2o.local/Public/Services/H2O/Procedures/CPL%20-%20Data%20Privacy%20and%20Protection%20Policy/2025/Sept%202025%20-%20Data%20Privacy%20Information%20Notice%20_Website%20%20Investors%20and%20others.docx
file://h2o-data1.h2o.local/Public/Services/H2O/Procedures/CPL%20-%20Data%20Privacy%20and%20Protection%20Policy/2025/Sept%202025%20-%20Data%20Privacy%20Information%20Notice%20_Website%20%20Investors%20and%20others.docx
file://h2o-data1.h2o.local/Public/Services/H2O/Procedures/CPL%20-%20Data%20Privacy%20and%20Protection%20Policy/2025/June%202025%20-%20Data%20Privacy%20Information%20Notice%20-%20For%20Employees%20vf.pdf
https://ico.org.uk/for-organisations/guide-to-data-%20protection/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/for-organisations/guide-to-data-%20protection/guide-to-the-general-data-protection-regulation-gdpr/
https://www.cnil.fr/fr/reglement-europeen-protection-donnees/chapitre3
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In addition to a copy of their personal data, you also have to provide individuals with the 
following information: 

• The purposes of the processing; 
• The categories of personal data concerned; 
• The recipients or categories of recipient H2O AM disclosed the Personal Data to; 
• H2O AM’s retention period for storing the personal data or, where this is not possible, 

H2O AM’s criteria for determining how long H2O AM will store it; 
• The existence of their right to request rectification, erasure or restriction or to object 

to such processing; 
• The right to lodge a complaint with the ICO or another supervisory authority; 
• Information about the source of the data, where it was not obtained directly from the 

individual; − 
• The existence of automated decision-making (including profiling); and 
• The safeguards H2O AM provides if it transfers personal data to a third country or 

international organization. 

 
3) Right to rectification 

 

Under Article 16 of the GDPR individuals have the right to have inaccurate personal data rectified. 
An individual may also be able to have incomplete personal data completed - although this will 
depend on the purposes for the processing. This may involve providing a supplementary statement 
to the incomplete data. 

4) Right to erasure 
 
Under Article 17 of the GDPR individuals have the right to have personal data erased. This is also 
known as the ‘right to be forgotten’. The right is not absolute and only applies in certain 
circumstances. 

Individuals have the right to have their Personal Data erased if: 

• The Personal Data is no longer necessary for the purpose which H2O AM originally collected 
or processed it for; 

• H2O AM is relying on consent as its lawful basis for holding the data, and the individual 
withdraws their consent; 

• H2O AM is relying on legitimate interests as its basis for processing, the individual objects to 
the processing of their data, and there is no overriding legitimate interest to continue this 
processing; 

• H2O AM is processing the Personal Data for direct marketing purposes and the individual 
objects to that processing; 

• H2O AM has processed the Personal Data unlawfully (i.e. in breach of the lawfulness 
requirement of the 1st principle); 

• H2O AM has to do it to comply with a legal obligation; or 
• H2O AM has processed the Personal Data to offer information society services to a child. 
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5) Right to restrict processing 

 
Article 18 of the GDPR gives individuals the right to restrict the processing of their personal data in 
certain circumstances. This means that an individual can limit the way that an organization uses 
their data. This is an alternative to requesting the erasure of their data. 

Individuals have the right to request you restrict the processing of their personal data in the 
following circumstances: 

• The individual contests the accuracy of their Personal Data and H2O AM is verifying the 
accuracy of the data; 

• The data has been unlawfully processed (i.e. in breach of the lawfulness requirement of 
the first principle of the GDPR) and the individual opposes erasure and requests restriction 
instead; 

• H2O AM no longer needs the Personal Data but the individual needs H2O AM to keep it in 
order to establish, exercise or defend a legal claim; or 

• The individual has objected to H2O AM processing their data under Article 21(1), and H2O 
AM is considering whether its legitimate grounds override those of the individual. 
 

6) Right to data portability 
 
The right to data portability gives individuals the right to receive Personal Data they have provided 
to a controller in a structured, commonly used and machine-readable format. It also gives them the 
right to request that a controller transmits this data directly to another controller. 

The right to data portability only applies when: 

• H2O AM’s lawful basis for processing this information is consent or for the 
performance of a contract; and 

• H2O AM is carrying out the processing by automated means (i.e. excluding paper 
files). 

 
7) Right to object 

 
Article 21 of the GDPR gives individuals the right to object to the processing of their Personal Data. 
This effectively allows individuals to ask H2O AM to stop processing their Personal Data. 

Individuals have the absolute right to object to the processing of their personal data if it is for direct 
marketing purposes. 

Individuals can also object if the processing is for: 

• A task carried out in the public interest; 
• The exercise of official authority vested in H2O AM; or 
• H2O AM’s legitimate interests (or those of a third party). 

In these circumstances the right to object is not absolute. 
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8) Rights related to automated decision-making including profiling 

 
Automated individual decision-making is a decision made by automated means without any human 
involvement. 

Examples of this include: A recruitment aptitude test which uses pre-programmed algorithms and 
criteria. 

Automated individual decision-making does not have to involve profiling, although it often will do. 
Solely automated individual decision-making - including profiling - with legal or similarly significant 
effects is restricted, although this restriction can be lifted in certain circumstances. 

H2O AM can only carry out solely automated decision-making with legal or similarly significant 
effects if the decision is: 

• Necessary for entering into or performance of a contract between an organization and the 
individual; 

• authorized by law (for example, for the purposes of fraud or tax evasion); or − 
• Based on the individual’s explicit consent. 

If H2O AM is using special category personal data, it can only carry out processing described in Article 
22(1) if: 

• H2O AM has the individual’s explicit consent; or 
• The processing is necessary for reasons of substantial public interest. 

Appendix C – Data Privacy notice - Website & Investors 
 
 

Appendix D - Data Privacy Information Notice - For Employees 
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Appendix E: The Record of Processing Activities Extract (RoPA)  
 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

Appendix F:  International Data Transfer Mapping (IDT)   
 

file://h2o-data1.h2o.local/Public/Services/H2O/Procedures/CPL%20-%20Data%20Privacy%20and%20Protection%20Policy/2025/Grille%20de%20contr%C3%B4le%20IDTA.xlsx
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